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“As a first step in the mathematical analysis of
cryptography, it is necessary to idealize the
situation suitably, and to define in a
mathematically acceptable way what we shall
mean by a secrecy system.”

C.E. Shannon, "Communication Theory of Secrecy Systems",
Bell System Tech. J., vol. 28, pp. 656-715, Oct., 1949.
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Fig. 1-—Schematic of a general secrecy system.
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010010101110 1...

11111111111 11...

101101 0100O01O0...

Modulo-2 sum
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M - 2y c ACCEPTED
MESSA 3 —>
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SOURCE g Ty ’ -, & ' Te

ENEMY CRYPTANALYST
I« « -

Secure Channel
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B 0) " E )0
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E' is accepted if and only if it is a valid cryptogram
for the key K.
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8 % %0 *

D(P|Q) 3 0 with equalityif andonlyif P=Q.
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