The EmBoundedProject

Kevin Hammond, Roy Dyckhoff, ReinholdHeckmanA, Martin
Hofmanr?, Hans-WlfgangLoidl3, Greg Michaelsort, JocelynSéerof
andAndy Wallacé

Abstract This paperintroducesthe EU Framevork VI EmBounded project,a

€1.3M projecttha will develop staticanalysedor resource-boundedomputa-
tions (both spaceandtime) in real-time embeddedsystemsusing the domain-
specificlanguageHume,alanguagethat combinesfunctional programmingfor

computationsvith finite-stateautomatdor specifyingreactive systemsThe Em-

Boundedprojectaimsto identify, quantify and certify resouce-boundedHume
programs gvaluatingour modelsand analysesagainstrealisticembedied appli-

cationstakenfrom thereal-ime controlandcomputervision domains.
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FIGURE 1.1. SchematicDiagram of The Embounded Project Objectives

1.1 PROJECT OVERVIEW

EmBoundeds a 3-yearSpecificTargetedResearchProject(STREP)fundedby
the EuropeanCommissionunde the Framavork VI Futureand Emenging Tech-
nology Open(FET-OPEN)programmelt commencedn June2005andinvolves
5 partnersfrom 3 Europearcountries providing expertisein high-level resource
prediction(Ludgwig-MaximiliansUniversii&at, Germary and St Andrews, UK);
precisecosting of low-level hardware instructions(Absint GmbH, Germar);
domain-specifidanguagesandimplementéon (Heriot-Watt University UK and
St Andrews); and the designand implemenétion of real-time embeddedsys-
temsapplicatons, in particularin the areaof compute vision algorithmsfor au-
tonomousvehicles(LASMEA, Franceand Heriot-Watt). Furtherdetailsof the
projectmaybefoundatht t p: / / www. enbounded. or g.

The EmboundedVision

We ervisagefuturereal-ime embeddedystemsoftwareengineerprogramming
in very high-level next genemtion programmingnotationswhilst beingsupported
by autamatictoolsfor analysingtime andspacebehaiour. Thesetoolswill pro-

vide automaticallyverifiable certificatesof resourceusagethat will allow soft-

ware to be built in a modudar and compositionalway, whilst providing strong
guarantee®f overall systemcost. In this way, we will progresstowardsthe

strongstandardof mathematicallybasedengineeringhat are presentin other

moremature,industrieswhilst simultaneouslgnhancingengireeringproductv-

ity andreducingtime-to-maket for embeddedystems.

Project Objectives

The primarytechnicalobjectivesof the EmBoundedrojectare(Figure 1.1):
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1. to produe formal modelsof resouceconsumptiotin real-timeembeddedys-
temsfor very high-level progranming languageconstructs;

2. to develop static analysesof uppe boundsfor theseresourcedasedon the
formal modelsof resourceconsumption;

3. to provide independenthyand cheaplyverifiable automaticallygeneratede-
sourcecertificaesfor thespaceandtime behaviour of software/firmwarecom-
ponentghatcanbe usedto constructtmbeddedoftware/frmwarein a com
positionalmanner;

4. to validate our analy®s against comple reattime embeddedapplications
takenfrom computevision systemsfor autonomousehiclecontrol;

5. to investigate how thesetechnologiesanbe appliedin the short-to-medium
termin morecorventionallanguage frameavorksfor embeddedystems;

Our work is undertalen in the contet of Hume [?], a functionally-based
domain-specifichigh-level programminglanguagefor real-timeembeddedsys-
tems. The projectwill combineand extend our existing work on source-lgel
staticanalysedor space[17, 15] andtime [26] with machine-codéevel analyses
for time [20]. Thiswill yield staticanalysesapableof deriving gereric time and
spaceaesourcéboundsrom source-level programghatcanbeaccuratéy targeted
to concretemachinearchitectures.Our source-lgel analysesill exploit a stan-
dardtype-and-dkct systemsapproachand will modd boundson resourcecon-
sumptionfor higherorder polymorphicard recursve expressions.The analyses
will be combinedwith the generatiorof resourcecertificateghatcanbe checled
against corcreteresourcepredcction modelsusing standardautomatictheorem-
proving techniques.We will also prove the corre¢nessof our analysedor the
sametheorem-praing technologyby extendingthe proofswe have developedas
partof anearlierEU-fundedproject(IST-200L-33149 Mobile Resourcé&uaran-
tees— MRG). Ourresourcemodelwill be phrasedn termsof the Humeabstract
machinearchitectureHAM, will extendourearlierwork by consderingtimeand
otherresourcesn additionto spaceusaje andby handlingadvancedfeaturesof
the expressionianguagencludingtimeoutsandexceptionsandwill berelatedto
the MotorolaPowerPC(MPC 5xx) concretearchitecture Thework will be evalu-
atedin the context of anumberof applicationgakenfrom theembeddedystems
sphereprimarily real-timecomputervision.

The Hume Language

Our researclusesHume asa “virtual laboratory”for studyingissuesrelatedto
time and spacecostmodelling. Humeis designedas a layeredlanguagewhere
the coomination layer is usedto constructreactive systemausinga finite-state-
automatebasednotation;while the expressionlayer is usedto structurecompu-
tationsusinga purelyfunctionalrule-basedhotationthatmapspaternsto expres-
sions.Expressionganbe classifiedaccading to a numberof levels (Figurel.2),
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FIGURE 1.2. ExpressionLevelsin the Hume Language

wherelower levelsloseabstraction/epressibility but gainin termsof theproper
tiesthatcanbeinferred. For example,the boundson costsinferredfor primitive
recursve functions(PR-Hurre) will usuallybe lessaccuratethanthosefor non-
recursve prograns, while costinferencefor Full Humeprogramss undecidable
in general(andwe thereforerestrictour attentionin the EmBounded projectto
PR-Humeandbelaw). A previous paperhasconsideredhe Humelanguagede-
signin thegenerakontet of programmindanguagedgor real-timesystemg12].

We have developeal prototypestackand heapcost modelsfor FSM-Hume
basedon a simpleformal operationakemanticglerived from the HumeAbstract
Machine andhave alsodevelopedaprototypestackandheapanalysisfor asubset
of PR-Hume.During the courseof the EmBounded project,theseanalysewill
be extendedto covertime issuesandthefull rangeof Humelanguageconstructs.
Wew will alsoexploreissuesof quality, compositionalityandcostof the analysis
in orderto reacha goodbalane betweertheoreticakcoverageandpracticality

Novelty

EmBoundedis nowel in attemptingo i) construcformal upperboundsfor space
and time on recursve, polymorphicand higherorder functions;ii) bring auto-
matic memory managementechniquego a hardreal-time, real-spacaelomain;
iif) apply functional programming desigito hardreal-timeandtightly bounded
spacesettings;andiv) produceformally verifiableandcompositionakertificates
of resouceusage for real-timeembeldedprograms Novelty alsocomedrom the
combinatiorof staticandysesatboth highandlow levelsand from theintegration
of hardreal-timeprogramanalyseswith certificateverification.
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1.2 RESEARCH METHOD OLOGY

Formal Models of Resource Consumption

Our first objectve is to produceof formd modelsof the exact time and space
consumptiorof (asubsebf) Humeprograms Spacepropertief interes include
bothdynamicstackandheapallocatons andstaticglobal dataallocations.Time

mustbe measuredn real, absolutetime units at the granulariy of the hardware
clock for eachtargetarchitecture. In orderto ensureaccuratemodellingof time

consumptionthemocelswill reflectdomain-specificompileroptimisationsand
importantarchitecturathaacteristicssuchascachebehaiour.

Conceptuallythe formal modelswill be basedon a formal operationalse
mantics,extendedn orderto make explicit theintensionalpropertiesof program
execution,suchastime andspaceconsumption. Soasto achieve thedesiredevel
of accurag, low-level architecturaissteswill beintegratedin the descriptionof
statein the operationalsemantics.Accuratemodelling of the compilationpro-
cessis alsorequired,in orderto retaina closerelaionshipbetweeninformation
thatcanbe obtainedfrom the concretearchitectureandthe resultsfrom the static
analysesThiswill link theresourceonsumptiomrmodelswith thestaticanalyses.

Theresuting formalmodelswill form thebasisfor definingandautomatically
verifying resaurcecertificates.They will be nowvel in their accurateand rigorous
modellingof time andspace.In particular they will modellow-level processor
characteristicsuchas cachebehaiour andinstruction-lezel-paralelism (ILP) us-
ing thetechniqueslevelopedby Absint.

Static Analyses

Our secondobjectie is the developmentof static analysesorrespondindo the
formal modelsof resourcepredictionthatwill form the outcomeof our first ob-
jective. The analyseswill predictboth worst-cae executiontime (WCET) and
maximumspace(both staticanddynamicmemory)usagefor (a subsebf) Hume
programsas previously identified. They will work on the Hume sourcelevel to
produceconsenrative estimate®f worst-casdehaiour basedn thetargetarchi-
tecture(whetherabstracimachineor concretehardwareimplementation).

Ouranalysewvill build onourtheoreticalvork on costinghigherorderandre-
cursive definitions[26, 34, 15,17], appliedwork onfirst-orderprograns[13, 24],
andthe staticanalysef low-level codedevelopedby AbsInt[9, 22,14]. Com-
biningtheseanalysewill leadto a hybrid analysighatshouldyield considerably
moreaccurateesultsthancanbeobtainedusingeitherkind of analysisalone,and
thatshouldbe capableof anal/singvery high-level languageconstructs.

Our high-level analyseswill be constructedusing a type-and-dict system
approach. This approachallows our analysego be scaledto considerhigher
orderfunctionsandcomplex datastructuresn acommonframework. In orderto
supportautomaticmernrory managementye will includemechanismso support
limited forms of compile-timegarbagecollection basedon Tofte-style memory
regions[33] and/orusage annotationd2]. Thiswill enableeffective and accurate
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predictionof run-time memoryusagewithout compromisingthe requiredreal-

time programproperties We will alsoinvestigatethe applicationof our analyses
to implicit memoryallocation. Our low-level analysesiseabstracinterpretation
of machine-codénstructionsto provide time andspacearalysesfor a complete
program. They exploit detailedmodelsof the hardware architectureincluding

cacheogic andtheinstructon schedulerpipeline,andbranchprediction.

Formal, Verifiable Resource Certificates

Ourthird objective is theautomatiogeneratiorof certificatesof bourdedresource
consumption. Such certificatescan be attachedto codefragmentsfor the tar
getmachnes,and composedo provide overall guaanteesof boundedresource
consumption.ln anembeddedsystemcontext, oncea programis linked andthe
resourceboundsverified, thereis no further needfor a certificateandit may be
discarded An additionalbenefitfrom certificategenerations theenhancemat of
confidencen thebehaioural correctnessf the program.

Formally definingthe structureof certificateswill amountto first definingan
assertionanguagehatdefinesvhich statementsanbemadefor HAM programs.
The structureof certificateswill be a suitally simplified representatiof a for-
mal proof of statementsn the assertiorlanguage.The proof will be relative to
theresource-avare programlogic for the HAM. This programlogic hasto accu-
ratelymodelresourceshut still be simpleenoughto enableautomatedeasoning
on thesecertificates. We will draw on our prayramlogic, the Grail Logic [1],
for a JVM-like low-level languagejn decidingon the style of the logic andthe
embeddingf theassertiodanguagento thelogic. In contrasto the Grail Logic,
theHAM Logic will have to modelcostsincurredat assemblelevel, for the par
ticular hardware. Bridging thisgapin abstractiorlevelsonthelow level will bea
majorfocusof this work, andwe will investicate methodof reflectingthis level
of detailwithout makingthe programlogic prohibitively expensve.

EmbeddedApplications

Our fourth objectie is the developnent of testbedapplicationan Humethatcan
becostedusingour new analysesWe needto developthreekindsof applications:
simpleexemplarsjsolatingsingleissuesmorecomplex costbendcimarks andre-
alisticapplications Thesimpleexemplarswill provide underpinningcomponents
for thesubsequerdpplications They will alsoenableusto exploreprincipledap-
proachedo developingembeddedoftware that exploit programconstructsawith
well characterisegropertes andanalyses.The more comple costbenchmarks
will build onthesimpleexemplarsandenableexplorationof integration of differ-
entanalyses.The realisticapplicationswill sene asproofsof concept,demon-
strating thabur approackcandealwith comple real-timeapplicationswith hard
spacaequirements.

EmBounded will build on Heriot-Watt and LASMEA expertisein formally
motivateddevelopmenif vision and controlsoftwareusingfunctionallanguages,
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througha seriesf closelylinkedstage of applicationsoftwaredevelopment.ni-
tially, we will revisit classicvision algorithmsfor low-, intermediate-and high-
level vision, focusingon the Hume expressionlayer. We will investigpte the
degreeto which suchalgorithmscan be formulatedusing strongly finite-state,
higherorderor primitive recursve constructsWe will empirically evaluatethese
algorithmsfor directcomparisorwith predictionsfrom the analysesembodying
the costmodelsdevelopedabore. We will thenlook at composingclassicvision
algorithmsto form acompletenono-sourceision systemand a high-level stereo-
scopicvision system.Againwe will empiricdly measurehesesystemgo enable
evaluationof compositionalcost-modelbased analyses.Next, we will explore
real-timetracking,again usingcomposea¢omporentsdevelopedat earlier stages.
Thisis wherewe will first introduceconcurreng atthe Humecoordinationlayer,
enablinginitial evaluationof costmodellingof full Humeprograms.Finally, we
will developareal-timecontrolsystenfor the CyCabautonomousehicle,incor
poratingreal-timetradking andmultiple sersor monitoring. Whilst the focuswiill
be on evaluationof costmodelsandanalysesappliedto a substantie, comple
systemwe would alsoseekto incorporatethe control systemin a CyCabvehicle
for on-roadtrials.

Application to Traditional Languages

Our final objective is the determinatiorof how our formal modelsandanalyses
couldbeappliedto present-generation languageslapplicationframevorksthat
arein widespreadisefor thedevelopmen of embeddeadystemsTherehasheen
asteadytransitiontowardstheuseof high-level language$or embeddedystems
development. The majority of embeddedystemsprojectsinitiated during 2003
used8] C/C**, with aminority usingAda, assemblyanguag or otherlanguages
for embeddedsystemssuchas Esterel. In the mobile telepholy industry it is
estimatedthat, from 2004 onwards, over 700K nev projectseachyearwill be
producedusing Java. Theselanguagesand projectsarein greatneedof good
quality toolsandanalysesuch asthosethatwe will producein this project.

A numberof commonlanguagdeaturessuchasassignment,nrestrictedx-
ceptionhandlingor dynamicmethoddispatchareknown to bothcomplicatestatic
analysesandto reducethe quality of analyticalresults. This hasmotivatedour
useof Humeasa “virtual laboratory”in thefirst instarce: by eliminatingsuch
featuresit is possibleto make more rapid progresson the key issuesrelatedto
the analysis.However, suchfeaturesarewidely usedin corventionallanguages
for embeddedystemsWe will thereforefirst identify genericlanguagdeatures
thatareamenablgo analysisusingour techniquesandfor which we have pro-
ducedanalysesn Hume. We will subsequentlgxplore how the analysesanbe
extendedto othe languageconstructsjn particulardestructve updatesand dy-
namicdatastructures.Furthe constructave intendto studyare methodinvoca-
tion andexceptionhandling.Despitethe lack of goodformal semanticgor mary
traditional languageswe anticipatebeingableto demonstra thatthe useof a
suitablyrestricted but still powerful, sub®t of our chosenlanguagewill permit
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the constructiorof good-qualitystaticandysesfor determiningboundson time-
andspaceftesourcausage.

Hume Specification,Implementation and Support

In orderto achiese our technicalobjectives, it is essentiato ensureconsisteng
betweerthe Humespedfication, analysesandimplementationslt is alsoessen-
tial to provide arobustHumeimplementatioron the targetarchitecture Finally,
it is essentiato provide a supportervironmentandtods for Humeprogramde-
velopmentandfor run-time monitoringandanalysis,n particularof concurrent
behaiour. The Hume projectat St Andrens and Heriot-Watt hascurrently de-
velopedthe following languagedefinitionsandsoftware: a nearcompleteformal
definition of the Humelanguagepa referencenterpretera compiler fromHume
to theHumeAbstractMachine(HAM); aportablerun-timesystenfor theHAM,;

a spacecost modellefor HAM; anda simple staticvisualiserfor Humesource
programs EmBoundedwill refineandextendtheseextantHumedefinitionsand
languageprocessors.

1.3 THE STATE OF THE ART IN PROGRAM ANALYSESFOR REAL-
TIME EMBEDDED SYSTEMS

Over the last decade reattime embeddedsystemshave becomea fundamental
partof modernsocietyin the shge of vehiclecontrolsystemsmobiletelephones,
PDAs, GPSand consumer appliancesut aswashingmachinesPDVD players
anddigital set-topboxes. Thesecommonplacelevicesareadditionalto thoseused
in telecommunicationgp promoteautomatbnin factoriesto ensuresecurityand
safetyin thehomeandworkplace to increag thesafetyandefficiency of transport
andserviceindustriesetc.

In fact,todaymorethan98%of all processts are used [31] in embeddd sys
tems,andmary of thesesystemshave hardor soft real-timeproperties.Industry
projectionsindicatethatthe trendtowardsincreasingautomationandlightweight
intelligent devices (perhapsncluding wearable devices)will continueandeven
acceleraten the comingdecae, with the numbe of processorgroducedeach
yearmore thandoubling[3] by 2010and280microprocessorbeingused[10] in
theaveragehomeby 2005. For costreasonsthe majority of theseprocessorsvill
berelatively simpledesigng75% of all processorproducedn 2002were 8-bit
or 16-bit designswith small memorycapabilities(a total of a few hundredsof
bytesis notuncommorin currentmicro-controllersystems).

In contrasto corventionalsoftware typical firmwareandsoftwarefor embed-
dedsystemghusimposevery strongrequrementson bothspaceandtime usage.
This reflectsthe costsensitvity of typicd embeddesdystemalesigns:with high
productionvolumes,small differencesn unit hardwarecost(recurringexpenses)
leadto largevariaionsin profit. At thesametime softwareproductioncosts(non-
recurringengneeringexpenses)nustbe keptunder control, andtime-to-marlet
mustbe minimised.
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Historically, muchembededsystemdirmware and softwarewaswritten for
specifichardwareusingnative assemblerRapidincrease softwarecompleity
andthe needfor productvity improvementmeansthat there has beena transi-
tion [8] to the useof C/C**. Despitethis, 80% of all embeddedsystemsare
deliveredlate [11], and massve amountsare spenton bugfixes: accordingto
Klocwork, Nortel, for example,spends$14,000correctingeachbugfoundonce a
systemis deployed.

Many of thefaultsin C/C™* programsarecausecy poor programmeman-
agemenbf memoryresource$30], exacerbatedy the programmingbeingat a
relatively low level of abstraction.Thereis thuspressurdo reducesoftwareen-
gineeringcostsby usingmodernautonatic memorymanagementechniquegin
whichwe includeboth statictechniquesnddynanic techniquesuchasgarbage
collection),by exploiting very high-level programminghotaticmmsandevenby au-
tomatic codegeneréion from, e.g.,UML models[18]. However, the difficulty
of determiningaccurateboundson spaceandtime usageby manualinspection
or by standardiming analysesncreasesvith the useof high-level programming
abstractionsDeterminatiorof suchboundsis egeciallyvital in the construction
of dependablembeddedystemssoftware.

Time and SpaceAnalysesfor Real-Time, Hard SpaceSystems

Staticanalysisof worst-caseexecutiontime (WCET)in real-timesystemss anes-
sentialpartof theanalyse®f over-all respons¢ime andof quality of service[27].
However, WCET analysisis a challengimy issue,as the compleity of interac-
tion betweenthe softwareandhardware systemcomponent®ftenresultsin very
pessimisticWCET estimates For modernarchitecturesuchasthe PPC755for
example,WCET predictionbasedn simpleweightedinstructioncountsmay re-
sultin anover-estimateof time usageby a factorof 250. Obtaininghigh-quality
WCET resultsis importantto avoid seriouslyover-engineeringeal-timeembed-
dedsystemswhich would resultin consideral# andunnecessarfiardwarecosts
for thelarge productionrunsthat areoftenrequired.

Memory managemenis anotherimportantissuein real-timeand/or embed
dedsystemswith their focuson restrictedmemory settings.Somelanguagegro-
vide auomaticdynamicmemorymanagementithout strongguaranteesntime
performancege.g. Java [25]), whilst othersrely on more predictablebut error
prone explicit memoy managemenge.g. C, C™", RTSj or Ada). Onerecent
approach6] is to exploit memoryregionsfor someor all allocationandto com-
bine annotationswith automaticinference. Suchapproacheslo not, however,
provide real-timeguaranteesandtypically requiremanualinterventionin the al-
location process.Moreover, staticregion analysiscanbe overly pessimistic[6]
for long-lived allocations.Regardlessof the memorymanagemenmethod there
is astrongneedfor staticguarantee®f memoryutilisationbounds.

Threecompetingechnologieganbeusedfor worst-casexecutiontime anat
ysis: experimenal or testing-basedpproachegrobabilisticmeasues andstatic
analysis.Expeaimentalappoacheseternine worst-cae executioncostsby (re-
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peatedind careful)measurementf red executionsusingeithersoftwareor hard-
ware monitoring. However, they cannotguaranteaupperboundson execution
cost.Probabilisticapproachesimilarly do not provide absoluteguaranteedpper
bounds but arecheapto constructdeliver moreaccuratecosts,andcanbe engi-
neeredo deliver high levels of trustin their results.Findly, existing staticanal-
ysesbasedon low-level machinemodelscan provide guaranteedipper bounds
on executiontime, but aretime-consumingdo constructandmay be unduly pes-
simistic, especiallyfor reeentarchitecturesvith complex cachebehaiour.

Experimental Approadesto WCET Analysis Thereis a tremendougap be-
tweenthe cycle times of moden micropracessorsandthe accesgimes of main
memory Cachesare usedto overcomethis gap in virtually all performance-
orientedprocessor§including high-performancenicrocontrollerandDSPs).Pipe-
lines enableacceleratiorby overlappingthe executionsof differentinstructions.
The consequencés that the executionbehaiour of the instructionscannotbe
analysedseparatelysincethis dependson the executionhistory Cachememo-
riesandpipelinesusuallywork verywell, but unde somecircumstanceminimal
changesn the programcodeor programinput may leadto dramaticchangesn
theexecutiontime. For (hard)reaktime systemsuchasaflight-controlcomputey
thisis undesirablendpossiblyevenhazadous. The widely usedclassicaimeth-
odsof predcting executiontimesarenotgenerallyapplicable Sdtwaremonitor
ing or thedualloop benchmarkchangehe code, whichin turnimpactsthe cache
behaiour. Hardware simulation, emulation,or direct measurmentwith logic
analyserganonly determinethe executiontimesfor someinputsandcannotbe
usedto infer the executiontimesfor all possibleinputsin general.
Someproducerdf time-critical softwarehave thusdevelopedheirown method,
whichis basedon strict designandcodingrules,the mostdeterministicusageof
the internal speed-upmechanism®f the microprocessgrand measurementsf
codefragmentswhoselimited size makesit possibleto obtaina WCET for all
their possibé inputs. This methodallows the computatiorof asafeWCET for the
whole programby combiningthe WCETsof theindividual fragments. An appro-
priatecombinatiorformulaexiststhanksto thedesignandcodingrules.However,
this methodposesthe following dravbacks: it limits the effective power of the
CPU, requiresmanualeffort for the measurementand relatedintellectualanal-
ysis, andcannotbe performedtoo early during software development sincethe
targethardwarehasto be availablefor measuremergurposesMoreover, in order
to ensurethat an upperboundof the WCET is really being obsened, comple
extensie verification andjustificationof the measurementrocesss required. It
is alsopossiblethatthis measuremerbasedmethodmight not scaleup to future
projects. Thereforemajorindustriesdependingon time-critical software are ac-
tively studyingandevaluatingnen approacheso WCET determinatiorbasedcon
staticprogramanalysisasthey arepursuecdby Absint.
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ProbabilisticWCET Analysis ProbabilisticWCET is atechniquewhichis nor-
mally usedin conjunctionwith other methodsanalyticalor experimental. The
mainmotivationbehindthis methodis tha in modernCPUsequippedvith multi-
level cachesydems(e.g.,L1, L2, sometimed 3 caches)andthe executiontime
of ary instructionwhich periormsmemoryaccesslepend greatlyon whetherthe
correspondingnemoryblock is cachedor not. As a result, the executiontime
of suchinstrudionsis no longera constannumberof CPU cycles; rather it is
a randomvariable with highly non-uniformdistribution. The possiblevaluesof
this variablecorrespondo particularlocationsof the databeingaccessede.g.,
L1, L2, L3 cacheprin RAM). L2 or L3 cachemissesarerare,but whenthey oc-
cur, theexecutiontime of the corresponihg instructioncanincreaseby thefactor
of 100. Furthermorejn the presencef bus-mastedevicesotherthanthe CPU
(for examge, Direct Memory Access controllers),the RAM accesdime would
dependntheactivity of suchdevices,andwould alsobearandomvariable.As a
result,the classicaWCET analysiswhich usesabsoluteupperboundson execu-
tion time of eachinstruction,would becomeextremelypessimistic Probabilistic
WCET analysisattemptsto rectify this problemby providing distribution func-
tions, ratherthanabsoluteupperboundsfor the executiontime. This approachs
valid evenin thehard-real-timeervironment,if it canprovide aguarante¢hatthe
probabilityof deadlineoverrunby any mission-criticakaskis within theaccepted
safetylevels(e.g.,lessthan10-° perflight hourfor avionicsapplications).

ProbabilisticWCET analysiscan be performedat differentlevels of detait
the units of suchanalysisare distribution functionsfor the executiontime of ei-
therindividualinstructionsprogrambasicblocks,or largerprogramcomponents.
These“unit” distribution functionsare mostoften measuredxperimentally al-
thoughfor individual instructions they cansometimese obtainedtheoretically
from the hardware specificationsThe analysidtself is concernedvith compiling
the distribution function for the whole programfrom suchfunctionsfor the pro-
gramunits, taking into accountprobabilitiesof differentbranchesn the flow of
control, loopboundsgtc.

Theexisting implementationsf probabilisticWCET anaysistendto berathe
low-level: in [5], the programunits usedarebasicblocks (instructionsequences
with oneentryand onexit) of eitherJava byte-code pr machinecodecompiled
from C. Thedifficulty with this approachs thattheinformationon the high-level
programstructure which is essentiafor combiningthe distribution functionsof
individual basicblocksinto “larger” functions,is thenlost, and needsto be re-
constructedrom specifically-designegdrogramannotationsThe analysisis per
formedin the“bottom-up” direction.

However, from our point of view, probabilisticWCET analysiscanbe used
even more successfult in the functional programmingervironment. The dif-
ferencefrom the approachmentionedabove is that the functional probabilistic
WCET analyss is to be performed “top-down”, from the high-level functional
programstructureto the “basic” operationswith measurablgor computable)
WCET distribution functions. Thefunctioral programstructurewhichis syntac-
tically andsemanticallynorestraightforvardthanthatof imperative programg(in
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particular free of side-efects),lendsitsdf well for suchanalysis.EmBounded
will extendour costmodelsdevelopedfor HumeandHAM to includeprobabilis-
tic distribution functionsof the executiontime of hardwareandabstractmachine
instructionspasedn the Absintresults.

StaticAnalysedor ExecutionCost Therehasbeemasignificantamountof work
on analyzinggeneralexecutioncosts,typically focusingon time usage sincethe
pioneeringwork on automaticcompleity analysisfor first-orderLisp programs
undertalen by Wegbreit[35]. Therehasbeenprogresson automaticallycosting
higherorderfunctions,andrecentwork hasbegunto tacklethe mary problems
surroundingcostingrecursion.The staticanalysegor real-time systemsf which
we areaware (e.g. Verilog’'s SCADE) are, however, highly consenative in lim-
iting their attentionto non-recursie systens with staticallyalocateddatastruc-
tures. Typically, languagesusedfor real-time systemsdo not supportfeatures
suchasrecursiorbecausef costingdifficulties,andcostanalsesthatmightdeal
with suchfeaturesarenotappliedto real-timesystemdbecaus¢hemostlywidely-
employedlanguagesio not posesgherequisitefeatures.

Le Métayer[23] usesprogramtransformatiorvia a setof rewrite rulesto de-
rive complity functonsfor FP programs.A databasef known recurrencess
usedto produceclosedforms for somerecursve functions. However, the lan-
guageis restrictedto a particularsetof higherordercombinatorsfor expressing
functionsandthe analysisis not modularasthe transformatbn canonly be ap-
pliedto acompleteprograms

Rosendah[29] also usesprogram transformationto obtain a stepcounting
versionof first-orderLisp programsthis is followed by abstracinterpretatiorto
obtainaprogramgiving anupperboundonthecost. Againthisabstractnterpreta-
tion requiresacompleteprogran, limiting bothits scalabilityandits applicability
to systemsawith e.g.compiledlibraries.Finally, Benzingel{4] obtainsworst-case
compleity analysigor NuPrl-synthesizegrogramdy “ symbolicexecutiori fol-
lowed by recurencesolving. The systemsupportdirst-orderfunctiorns andlazy
lists but higherorderfunctionsmustbe annotatedvith complity information.
Moreover, only arestrictedand awkward primitive recursionsyntaxis supported.

Our Existing Work on High-L ewel Static Analysesfor Real-Time, Hard Space
Systems St Andrews andLMU have developedcomplementarformal models
for determinhg upperboundson spaceusagq17, 13] andtime usagg26]. LMU
hasfocused on determining formally verified spacemodes for first-orderlan-
guageqd15], whilst St Andrews hasfocusedon models[34] that allov inference
of time usagefor higherorder polymorphicand (primitive) recursve programs.
The combinationof this work will leadto a powerful formal model capableof
allowing inferenceof bothtime andspaceboundsor alanguagesupportingnod-
ernlanguagedechnologiesincluding higherorderdefinitions, polymorphismre-
cursionand automaticmemory managment.Ourwork is influencedby that of
Reistadand Gifford [28] for the costanalyss of higherorderLisp expressions,
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by the “time system”of Dornic et al. [7], and by Hughes,Paretoand Sabrys
sizedtypes[19], for checking (it not inferring) terminationfor recurson and
productivityfor reactive streans in a higherorde, recursve, andnon-strictfunc-
tional language.Both St Andrews and LMU have producedauomaticanalyses
[17, 13, 26] basedon theseresourcepredictionmodelsusingstandad type-and-
effectsystemtechnologyto automaitcally infer costsfrom sourceprograns.

Our Existing Work on Low-Le\el Static Analyses Motivatedby the problems
of measurement-basedethodsor WCET estimation Absint hasinvesticateda
new approachbasedon static programanalysis[22, 14]. This hasbeenevalu-
atedby Airbus France[32] within the Framevork VV RTD project“D AEDALUS”

(IST-1999-20527) The approachrelieson the computatiorof abstractacheand
pipeline states for every programpoint andexecuion contet usingabstract in-

terpretation Theseabstractstatesprovide safeapproximationgor all possible
concretecacheandpipelinestatesandprovide thebasisfor anaccuratdiming of

hardwareinstructons,which leadsto safeandpreciseWCET estimatewalid for

all executionsof theapplication.

Our Existing Work on Resource Certification  In theFramavorkV MRG project
we aimedto develop certificatesfor boundedresourceconsumptiorfor higher
level JVM programsandto usethe certificatesn a proof-carrying-codénfras-
tructurefor mobile systems.n this infrastructurea certifying compiler automat-
ically generategertificatesfor (linear) boundson heapspaceconsumptiorfor a
strict, first-orderlanguagewith object-orientedxtensions.Thesecertificatescan
beindependentlychecled whencomposingsoftwaremodules.Novel featuresn
thereasoningnfrastructureare the useof a hiearcly of programmindogics, us-
ing high-level type systemgo captureinformationon heapconsumptionandthe
useof tactic-basedertificatesn thesoftwareinfragructure. Thelatterdrastically
reduceghe size of the certificatesthat are geneated. In the context of embed-
dedsystemsthe costmodel(andthusthe certificatesbuilt on them)mustreflect
lower-level architeture features.The boundsfor the resourceconsumptiorthat
areexpressedn thesecertificateswill be providedby our staticanalysesandmay
alsoincorporateinformationgainedby measuremerdn the concretehardware.

Compile-Time GarbageCollection Compile-timegarbagecollectiontechniques
attemptto eliminatesame or all heap-basednemoryallocationthroughstrong
staticmeans.Despitetheir obvious attractiondn reducingmenory management
costs,they have not beenwidely usedhistorically, sinceit has proveddifficult to
obtaininformationacrossfunction boundariesgspeciallyin recursve contexts,
while morelocal usaye information canusually be obtainedfairly trivially in a
compilerwithoutcomple amalysis.

Oneapproachthat hasrecentlyfound favour is the useof region types[33].
Suchtypesallow memorycells to be taggedwith an allocationregion, whose
scopecan be determinedstatically Whenthe region is no longerrequired,all
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memory associatedvith that region may be freed without invoking a garbage
collector In non-recusive contets, the memorymay be allocatedstatcally and
freed following the last use of ary variablethat is allocatedin the region. In

a recursve contet, this heap-basedllocationcanbe replacedby (possiblyun-

bounded)tack-basedllocaton.

Linear Typesfor MemoryAllocation LFPL[15, 17] usedineartypesto deter

mine resourceisagepatterns.A spedal resourceype called“diamond is used
to countconstructors.First-orderLFPL definitionscanbe computedn linearly
boundedspaceevenin the presencef generalrecursion. More recently Hof-

mannandJost hae introducel [17] automaticinferenceof theseresourcetypes,
andthus of heap-spaceonsumption,using linear progranming. At the same
time, thelinear typing disciplineis relaxedto allow aralysisof programgypable
in ausagetype systen suchas[21, 2]. Extensionf LFPL to higherorderfunc-
tions have beenstudiedin [16] whereit was shavn that suchprogramscanbe
evaluatedusingdynamicprogrammingn time O(2P("') wheren is the sizeof the
input and p is a fixed polynomial. It hasbeenshownn thatthis is equivalentto

polynomialspaceplusanunbaindedstack.

1.4 PROGRESSBEYOND THE STATE-OF-THE-ART

If successfulwe anticipatethat the EmBoundedprojectwill enalte several re-
searchadvancedo bemade:

o it will developcompositionatesourcecertificatedor embeddedystems;

o it will allow safeuseof modern,advancedprogramminglanguagefeatures
suchasrecursionandautomaic memorymanagemen real-timesystems;

o it will synthesise&esourcecostmodelsfrom bath sourceandmachinelevels
soenablingmoreaccuratenodelling thanis possibleindividually;

e it will extendtheoreticalcostmodellingtechnologyto recursve, higherorder
andpolymorphicfunctions;

o it will characterisesoftware developmentusing constructawith well defined
formal andanalyticproperties in the context of realisticapplications;

o it will representhefirst seriousattemptto apply modernfunctionalprogram
minglanguagéaechnologyto had real-timesystemsincludingcomple industrially-
basedapplications.

We believe thatfunctionalprogramminghotaionshave agreatdealto offer to
modernsoftware engineeringpractices throughthe twin adwvantags of abstrac-
tion andcompositionality By tacklingthelong-standing behaioural bugbearof
time andspaceusagethroughcarefullanguagedesignin conjunctionwith state-
of-the-artstaticanalysistechrniques,we hopeto shav that functionallanguages
canalsobehighly practicalanddeliverrealbenefitsin termsof automatedupport
for thedevelopof complex programsn thereal-timeembeddedystemsiomain.
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