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The EmBoundedProject
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Abstract This paperintroducesthe EU Framework VI EmBounded project,a
e1.3M project that will develop staticanalysesfor resource-boundedcomputa-
tions (both spaceand time) in real-timeembeddedsystemsusing the domain-
specificlanguageHume,alanguagethat combinesfunctional programmingfor
computationswith finite-stateautomatafor specifyingreactivesystems.TheEm-
Boundedprojectaimsto identify, quantify andcertify resource-boundedHume
programs,evaluatingour modelsandanalysesagainstrealisticembeddedappli-
cationstakenfrom thereal-timecontrolandcomputervisiondomains.
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FIGURE 1.1. SchematicDiagram of The EmboundedProject Objectives

1.1 PROJECT OVERVIEW

EmBoundedis a 3-yearSpecificTargetedResearchProject(STREP)fundedby
theEuropeanCommissionunder theFramework VI FutureandEmerging Tech-
nologyOpen(FET-OPEN)programme.It commencedin June2005andinvolves
5 partnersfrom 3 Europeancountries,providing expertisein high-level resource
prediction(Ludgwig-MaximiliansUniversiẗat, Germany andSt Andrews, UK);
precisecosting of low-level hardware instructions(AbsInt GmbH, Germany);
domain-specificlanguagesandimplementation (Heriot-Watt University, UK and
St Andrews); and the designand implementation of real-timeembeddedsys-
temsapplications, in particularin theareaof computer vision algorithmsfor au-
tonomousvehicles(LASMEA, FranceandHeriot-Watt). Furtherdetailsof the
projectmaybefoundathttp://www.embounded.org.

The EmboundedVision

We envisagefuturereal-time embeddedsystemsoftwareengineersprogramming
in veryhigh-level next generationprogrammingnotations,whilst beingsupported
by automatic toolsfor analysingtime andspacebehaviour. Thesetoolswill pro-
vide automaticallyverifiablecertificatesof resourceusagethat will allow soft-
ware to be built in a modular and compositionalway, whilst providing strong
guaranteesof overall systemcost. In this way, we will progresstowards the
strongstandardsof mathematically-basedengineeringthat arepresentin other,
moremature,industries,whilst simultaneouslyenhancingengineeringproductiv-
ity andreducingtime-to-market for embeddedsystems.

Project Objectives

Theprimarytechnicalobjectivesof theEmBoundedprojectare(Figure1.1):
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1. to produce formalmodelsof resourceconsumptionin real-timeembeddedsys-
temsfor veryhigh-level programming languageconstructs;

2. to develop static analysesof upper boundsfor theseresourcesbasedon the
formalmodelsof resourceconsumption;

3. to provide independentlyandcheaplyverifiableautomaticallygeneratedre-
sourcecertificatesfor thespaceandtimebehaviour of software/firmwarecom-
ponentsthatcanbeusedto constructembeddedsoftware/firmwarein a com-
positionalmanner;

4. to validate our analyses against complex real-time embeddedapplications
takenfrom computervisionsystemsfor autonomousvehiclecontrol;

5. to investigatehow thesetechnologiescanbe appliedin the short-to-medium
termin moreconventionallanguage frameworks for embeddedsystems;

Our work is undertaken in the context of Hume [?], a functionally-based
domain-specifichigh-level programminglanguagefor real-timeembeddedsys-
tems. The project will combineand extend our existing work on source-level
staticanalysesfor space[17, 15] andtime [26] with machine-codelevel analyses
for time [20]. This will yield staticanalysescapableof deriving generic time and
spaceresourceboundsfrom source-level programsthatcanbeaccurately targeted
to concretemachinearchitectures.Our source-level analyseswill exploit a stan-
dard type-and-effect systemsapproachandwill model boundson resourcecon-
sumptionfor higher-order, polymorphicand recursive expressions.Theanalyses
will becombinedwith thegenerationof resourcecertificatesthatcanbechecked
againstconcreteresourceprediction modelsusingstandardautomatictheorem-
proving techniques.We will alsoprove the correctnessof our analysesfor the
sametheorem-proving technologyby extendingtheproofswe have developedas
partof anearlierEU-fundedproject(IST-2001-33149,Mobile ResourceGuaran-
tees– MRG). Our resourcemodelwill bephrasedin termsof theHumeabstract
machinearchitecture,HAM, will extendourearlierwork by consideringtimeand
otherresourcesin additionto spaceusageandby handlingadvancedfeaturesof
theexpressionlanguageincludingtimeoutsandexceptions,andwill berelatedto
theMotorolaPowerPC(MPC5xx) concretearchitecture.Thework wil l beevalu-
atedin thecontext of anumberof applicationstakenfrom theembeddedsystems
sphere,primarily real-timecomputervision.

The Hume Language

Our researchusesHume asa “virtual laboratory” for studyingissuesrelatedto
time andspacecostmodelling. Humeis designedasa layeredlanguagewhere
the coordination layer is usedto constructreactive systemsusinga finite-state-
automatabasednotation;while theexpressionlayer is usedto structurecompu-
tationsusingapurelyfunctionalrule-basednotationthatmapspatternsto expres-
sions.Expressionscanbeclassifiedaccording to a numberof levels(Figure1.2),
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FIGURE 1.2. ExpressionLevelsin the Hume Language

wherelower levelsloseabstraction/expressibility, but gain in termsof theproper-
ties thatcanbeinferred. For example,theboundson costsinferredfor primitive
recursive functions(PR-Hume) will usuallybe lessaccuratethanthosefor non-
recursive programs, while costinferencefor Full Humeprogramsis undecidable
in general(andwe thereforerestrictour attentionin theEmBoundedprojectto
PR-Humeandbelow). A previouspaperhasconsideredtheHumelanguagede-
signin thegeneralcontext of programminglanguagesfor real-timesystems[12].

We have developed prototypestackand heapcost modelsfor FSM-Hume,
basedon a simpleformal operationalsemanticsderivedfrom theHumeAbstract
Machine,andhavealsodevelopedaprototypestackandheapanalysisfor asubset
of PR-Hume.During thecourseof theEmBoundedproject,theseanalyseswill
beextendedto cover time issuesandthefull rangeof Humelanguageconstructs.
Wew will alsoexploreissuesof quality, compositionalityandcostof theanalysis
in orderto reachagoodbalancebetweentheoreticalcoverageandpracticality.

Novelty

EmBoundedis novel in attemptingto i) constructformalupperboundsfor space
and time on recursive, polymorphicand higher-order functions; ii) bring auto-
matic memorymanagementtechniquesto a hard real-time,real-spacedomain;
iii) apply functionalprogramming designto hardreal-timeandtightly bounded
spacesettings;andiv) produceformally verifiableandcompositionalcertificates
of resourceusage for real-timeembeddedprograms.Novelty alsocomesfrom the
combinationof staticanalysesatboth highandlow levelsandfrom theintegration
of hardreal-timeprogramanalyseswith certificateverification.
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1.2 RESEARCH METHOD OLOGY

Formal Modelsof ResourceConsumption

Our first objective is to produceof formal modelsof the exact time andspace
consumptionof (asubsetof) Humeprograms.Spacepropertiesof interest include
bothdynamicstackandheapallocationsandstaticglobaldataallocations.Time
mustbe measuredin real,absolutetime units at the granularity of the hardware
clock for eachtargetarchitecture. In orderto ensureaccuratemodellingof time
consumption,themodelswill reflectdomain-specificcompileroptimisationsand
importantarchitecturalcharacteristicssuchascachebehaviour.

Conceptuallythe formal modelswill be basedon a formal operationalse-
mantics,extendedin orderto make explicit theintensionalpropertiesof program
execution,suchastimeandspaceconsumption.Soasto achieve thedesiredlevel
of accuracy, low-level architecturalissueswill beintegratedin thedescriptionof
statein the operationalsemantics.Accuratemodellingof the compilationpro-
cessis alsorequired,in orderto retaina closerelationshipbetweeninformation
thatcanbeobtainedfrom theconcretearchitectureandtheresultsfrom thestatic
analyses.Thiswill link theresourceconsumptionmodelswith thestaticanalyses.

Theresulting formalmodelswill form thebasisfor definingandautomatically
verifying resourcecertificates.They will benovel in their accurateand rigorous
modellingof time andspace.In particular, they will modellow-level processor
characteristicssuchascachebehaviour andinstruction-level-parallelism(ILP) us-
ing thetechniquesdevelopedby Absint.

Static Analyses

Our secondobjective is the developmentof static analysescorrespondingto the
formal modelsof resourcepredictionthatwill form theoutcomeof our first ob-
jective. The analyseswill predictboth worst-caseexecutiontime (WCET) and
maximumspace(bothstaticanddynamicmemory)usagefor (a subsetof) Hume
programsaspreviously identified. They will work on the Humesourcelevel to
produceconservativeestimatesof worst-casebehaviour basedonthetargetarchi-
tecture(whetherabstractmachineor concretehardwareimplementation).

Ouranalyseswill build onourtheoreticalwork oncostinghigher-orderandre-
cursivedefinitions[26, 34, 15,17], appliedwork onfirst-orderprograms[13, 24],
andthestaticanalysesof low-level codedevelopedby AbsInt [9, 22, 14]. Com-
bining theseanalyseswill leadto ahybrid analysisthatshouldyield considerably
moreaccurateresultsthancanbeobtainedusingeitherkind of analysisalone,and
thatshouldbecapableof analysingveryhigh-level languageconstructs.

Our high-level analyseswill be constructedusing a type-and-effect system
approach. This approachallows our analysesto be scaledto considerhigher-
orderfunctionsandcomplex datastructuresin a commonframework. In orderto
supportautomaticmemory management,we will includemechanismsto support
limited forms of compile-timegarbagecollectionbasedon Tofte-style memory
regions[33] and/orusageannotations[2]. Thiswill enableeffective andaccurate
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predictionof run-time memoryusagewithout compromisingthe requiredreal-
time programproperties.We will alsoinvestigatetheapplicationof our analyses
to implicit memoryallocation. Our low-level analysesuseabstractinterpretation
of machine-codeinstructionsto provide time andspaceanalysesfor a complete
program. They exploit detailedmodelsof the hardware architectureincluding
cachelogic andtheinstructionscheduler, pipeline,andbranchprediction.

Formal, Verifiable ResourceCertificates

Ourthird objective is theautomaticgenerationof certificatesof boundedresource
consumption. Suchcertificatescan be attachedto codefragmentsfor the tar-
get machines,andcomposedto provide overall guaranteesof boundedresource
consumption.In anembeddedsystemcontext, oncea programis linkedandthe
resourceboundsverified, thereis no further needfor a certificateandit may be
discarded.An additionalbenefitfrom certificategenerationis theenhancement of
confidencein thebehavioural correctnessof theprogram.

Formally definingthestructureof certificateswill amountto first definingan
assertionlanguagethatdefineswhichstatementscanbemadefor HAM programs.
Thestructureof certificateswill bea suitably simplified representationof a for-
mal proof of statementsin the assertionlanguage.The proof will be relative to
theresource-awareprogramlogic for theHAM. This programlogic hasto accu-
ratelymodelresources,but still besimpleenoughto enableautomatedreasoning
on thesecertificates. We will draw on our program logic, the Grail Logic [1],
for a JVM-like low-level language,in decidingon the style of the logic andthe
embeddingof theassertionlanguageinto thelogic. In contrastto theGrail Logic,
theHAM Logic will have to modelcostsincurredat assemblerlevel, for thepar-
ticularhardware.Bridging thisgapin abstractionlevelson thelow level will bea
major focusof this work, andwe will investigatemethodsof reflectingthis level
of detailwithoutmakingtheprogramlogic prohibitively expensive.

EmbeddedApplications

Our fourth objective is thedevelopmentof testbedapplicationsin Humethatcan
becostedusingournew analyses.Weneedto developthreekindsof applications:
simpleexemplars,isolatingsingleissues;morecomplex costbenchmarks; andre-
alisticapplications.Thesimpleexemplarswill provideunderpinningcomponents
for thesubsequentapplications.They will alsoenableusto exploreprincipledap-
proachesto developingembeddedsoftware thatexploit programconstructswith
well characterisedproperties andanalyses.Themorecomplex costbenchmarks
will build onthesimpleexemplarsandenableexplorationof integration of differ-
ent analyses.The realisticapplicationswill serve asproofsof concept,demon-
strating thatourapproachcandealwith complex real-timeapplicationswith hard
spacerequirements.

EmBounded will build on Heriot-Watt andLASMEA expertisein formally
motivateddevelopmentof visionandcontrolsoftwareusingfunctionallanguages,
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throughaseriesof closelylinkedstagesof applicationsoftwaredevelopment.Ini-
tially, we will revisit classicvision algorithmsfor low-, intermediate-andhigh-
level vision, focusingon the Hume expressionlayer. We will investigate the
degreeto which suchalgorithmscan be formulatedusing strongly finite-state,
higher-orderor primitive recursiveconstructs.Wewill empiricallyevaluatethese
algorithmsfor directcomparisonwith predictionsfrom theanalyses,embodying
thecostmodelsdevelopedabove. We will thenlook at composingclassicvision
algorithmsto form acompletemono-sourcevisionsystemandahigh-level stereo-
scopicvisionsystem.Againwewill empirically measurethesesystemsto enable
evaluationof compositionalcost-modelbased analyses.Next, we will explore
real-timetracking,againusingcomposedcomponentsdevelopedatearlier stages.
This is wherewewill first introduceconcurrency at theHumecoordinationlayer,
enablinginitial evaluationof costmodellingof full Humeprograms.Finally, we
will developareal-timecontrolsystemfor theCyCabautonomousvehicle,incor-
poratingreal-timetracking andmultiple sensormonitoring.Whilst thefocuswill
be on evaluationof costmodelsandanalysesappliedto a substantive, complex
system,we would alsoseekto incorporatethecontrolsystemin a CyCabvehicle
for on-roadtrials.

Application to Traditional Languages

Our final objective is the determinationof how our formal modelsandanalyses
couldbeappliedto present-generation languagesandapplicationframeworksthat
arein widespreadusefor thedevelopment of embeddedsystems.Therehasbeen
asteadytransitiontowardstheuseof high-level languagesfor embeddedsystems
development.The majority of embeddedsystemsprojectsinitiated during 2003
used[8] C/C++, with aminority usingAda,assemblylanguageor otherlanguages
for embeddedsystemssuchas Esterel. In the mobile telephony industry, it is
estimatedthat, from 2004 onwards,over 700K new projectseachyear will be
producedusing Java. Theselanguagesand projectsare in greatneedof good
quality toolsandanalysessuchasthosethatwewill producein thisproject.

A numberof commonlanguagefeatures,suchasassignment,unrestrictedex-
ceptionhandlingor dynamicmethoddispatch,areknown to bothcomplicatestatic
analysesandto reducethe quality of analyticalresults. This hasmotivatedour
useof Humeasa “virtual laboratory” in the first instance: by eliminatingsuch
featuresit is possibleto make morerapid progresson the key issuesrelatedto
the analysis.However, suchfeaturesarewidely usedin conventionallanguages
for embeddedsystems.We will thereforefirst identify genericlanguagefeatures
that areamenableto analysisusingour techniques,andfor which we have pro-
ducedanalysesin Hume. We will subsequentlyexplorehow theanalysescanbe
extendedto other languageconstructs,in particulardestructive updatesanddy-
namicdatastructures.Further constructswe intendto studyaremethodinvoca-
tion andexceptionhandling.Despitethelackof goodformal semanticsfor many
traditional languages,we anticipatebeingable to demonstrate thatthe useof a
suitablyrestricted,but still powerful, subset of our chosenlanguagewill permit
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theconstructionof good-qualitystaticanalysesfor determiningboundson time-
andspace-resourceusage.

Hume Specification,Implementation and Support

In orderto achieve our technicalobjectives,it is essentialto ensureconsistency
betweentheHumespecification, analysesandimplementations.It is alsoessen-
tial to provide a robustHumeimplementationon thetargetarchitecture.Finally,
it is essentialto provide a supportenvironmentandtools for Humeprogramde-
velopment,andfor run-time monitoringandanalysis,in particularof concurrent
behaviour. The Humeprojectat St Andrews andHeriot-Watt hascurrentlyde-
velopedthefollowing languagedefinitionsandsoftware:a near-completeformal
definitionof the Humelanguage;a referenceinterpreter;a compiler fromHume
to theHumeAbstractMachine(HAM); aportablerun-timesystemfor theHAM;
a spacecost modellerfor HAM; anda simplestaticvisualiserfor Humesource
programs.EmBoundedwill refineandextendtheseextantHumedefinitionsand
languageprocessors.

1.3 THE STATE OF THE ART IN PROGRAM ANALYSESFOR REAL-
TIME EMBEDDED SYSTEMS

Over the last decade,real-time embeddedsystemshave becomea fundamental
partof modernsocietyin theshapeof vehiclecontrolsystems,mobiletelephones,
PDAs, GPSandconsumer appliancessuch aswashingmachines,DVD players
anddigital set-topboxes.Thesecommonplacedevicesareadditionalto thoseused
in telecommunications,to promoteautomation in factories,to ensuresecurityand
safetyin thehomeandworkplace,to increasethesafetyandefficiency of transport
andserviceindustries,etc.

In fact,todaymorethan98%of all processorsareused [31] in embedded sys-
tems,andmany of thesesystemshave hardor soft real-timeproperties.Industry
projectionsindicatethatthetrendtowardsincreasingautomationandlightweight
intelligent devices(perhapsincluding wearable devices)will continueandeven
acceleratein the comingdecade, with the number of processorsproducedeach
yearmore thandoubling[3] by 2010and280microprocessorsbeingused[10] in
theaveragehomeby 2005.For costreasons,themajority of theseprocessorswill
berelatively simpledesigns(75%of all processorsproducedin 2002were8-bit
or 16-bit designs,with small memorycapabilities(a total of a few hundredsof
bytesis notuncommonin currentmicro-controllersystems).

In contrastto conventionalsoftware, typicalfirmwareandsoftwarefor embed-
dedsystemsthusimposevery strongrequirementson bothspaceandtime usage.
This reflectsthecostsensitivity of typical embeddedsystemsdesigns:with high
productionvolumes,small differencesin unit hardwarecost(recurringexpenses)
leadto largevariationsin profit. At thesametimesoftwareproductioncosts(non-
recurringengineeringexpenses)mustbekeptunder control,andtime-to-market
mustbeminimised.
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Historically, muchembeddedsystemsfirmwareandsoftwarewaswritten for
specifichardwareusingnativeassembler. Rapidincreasesin softwarecomplexity
and the needfor productivity improvementmeansthat therehasbeena transi-
tion [8] to the useof C/C++. Despitethis, 80% of all embeddedsystemsare
deliveredlate [11], and massive amountsare spenton bugfixes: accordingto
Klocwork, Nortel, for example,spends$14,000correctingeachbugfoundonce a
systemis deployed.

Many of thefaultsin C/C++ programsarecausedby poorprogrammerman-
agementof memoryresources[30], exacerbatedby theprogrammingbeingat a
relatively low level of abstraction.Thereis thuspressureto reducesoftwareen-
gineeringcostsby usingmodernautomatic memorymanagementtechniques(in
whichwe includebothstatictechniquesanddynamic techniquessuchasgarbage
collection),by exploiting veryhigh-level programmingnotationsandevenby au-
tomaticcodegeneration from, e.g.,UML models[18]. However, the difficulty
of determiningaccurateboundson spaceandtime usageby manualinspection
or by standardtiming analysesincreaseswith theuseof high-level programming
abstractions.Determinationof suchboundsis especiallyvital in theconstruction
of dependableembeddedsystemssoftware.

TimeandSpaceAnalysesfor Real-Time,Hard SpaceSystems

Staticanalysisof worst-caseexecutiontime(WCET)in real-timesystemsis anes-
sentialpartof theanalysesof over-all responsetimeandof qualityof service[27].
However, WCET analysisis a challenging issue,as the complexity of interac-
tion betweenthesoftwareandhardwaresystemcomponentsoftenresultsin very
pessimisticWCET estimates.For modernarchitecturessuchasthePPC755,for
example,WCET predictionbasedon simpleweightedinstructioncountsmayre-
sult in anover-estimateof time usageby a factorof 250. Obtaininghigh-quality
WCET resultsis importantto avoid seriouslyover-engineeringreal-timeembed-
dedsystems,which would resultin considerable andunnecessaryhardwarecosts
for thelargeproductionrunsthatareoftenrequired.

Memory managementis anotherimportantissuein real-timeand/or embed-
dedsystemswith their focuson restrictedmemorysettings.Somelanguagespro-
vide automaticdynamicmemorymanagementwithout strongguaranteeson time
performance(e.g. Java [25]), whilst othersrely on more predictablebut error-
proneexplicit memory management(e.g. C, C++, RTSj or Ada). One recent
approach[6] is to exploit memoryregionsfor someor all allocationandto com-
bine annotationswith automaticinference. Suchapproachesdo not, however,
provide real-timeguarantees,andtypically requiremanualinterventionin theal-
locationprocess.Moreover, staticregion analysiscanbe overly pessimistic[6]
for long-livedallocations.Regardlessof thememorymanagementmethod,there
is astrongneedfor staticguaranteesof memoryutilisationbounds.

Threecompetingtechnologiescanbeusedfor worst-caseexecutiontimeanal-
ysis: experimental or testing-basedapproaches,probabilisticmeasures andstatic
analysis.Experimentalapproachesdetermine worst-caseexecutioncostsby (re-
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peatedandcareful)measurementof real executions,usingeithersoftwareor hard-
ware monitoring. However, they cannotguaranteeupperboundson execution
cost.Probabilisticapproachessimilarly donotprovideabsoluteguaranteedupper
bounds,but arecheapto construct,deliver moreaccuratecosts,andcanbeengi-
neeredto deliver high levelsof trust in their results.Finally, existing staticanal-
ysesbasedon low-level machinemodelscanprovide guaranteedupper bounds
on executiontime, but aretime-consumingto construct,andmaybeundulypes-
simistic,especiallyfor recentarchitectureswith complex cachebehaviour.

ExperimentalApproachesto WCET Analysis Thereis a tremendousgap be-
tweenthe cycle timesof modern microprocessorsandthe accesstimesof main
memory. Cachesare usedto overcomethis gap in virtually all performance-
orientedprocessors(including high-performancemicrocontrollersandDSPs).Pipe-
linesenableaccelerationby overlappingtheexecutionsof differentinstructions.
The consequenceis that the executionbehaviour of the instructionscannotbe
analysedseparatelysincethis dependson the executionhistory. Cachememo-
riesandpipelinesusuallywork verywell, but under somecircumstancesminimal
changesin theprogramcodeor programinput may leadto dramaticchangesin
theexecutiontime. For (hard)real-timesystemssuchasaflight-controlcomputer,
this is undesirableandpossiblyevenhazardous.Thewidely usedclassicalmeth-
odsof predicting executiontimesarenotgenerallyapplicable.Softwaremonitor-
ing or thedualloop benchmarkchangethecode,which in turn impactsthecache
behaviour. Hardware simulation,emulation,or direct measurement with logic
analyserscanonly determinetheexecutiontimesfor someinputsandcannotbe
usedto infer theexecutiontimesfor all possibleinputsin general.

Someproducersof time-critical softwarehavethusdevelopedtheirownmethod,
which is basedon strict designandcodingrules,themostdeterministicusageof
the internalspeed-upmechanismsof the microprocessor, andmeasurementsof
codefragmentswhoselimited sizemakes it possibleto obtaina WCET for all
theirpossible inputs.Thismethodallowsthecomputationof asafeWCETfor the
wholeprogramby combiningtheWCETsof theindividual fragments.An appro-
priatecombinationformulaexiststhanksto thedesignandcodingrules.However,
this methodposesthe following drawbacks: it limits the effective power of the
CPU,requiresmanualeffort for the measurementsand relatedintellectualanal-
ysis, andcannotbe performedtoo early during softwaredevelopment,sincethe
targethardwarehasto beavailablefor measurementpurposes.Moreover, in order
to ensurethat an upperboundof the WCET is really beingobserved, complex
extensive verification andjustificationof themeasurementprocessis required.It
is alsopossiblethatthis measurement-basedmethodmight not scaleup to future
projects.Thereforemajor industriesdependingon time-critical software are ac-
tively studyingandevaluatingnew approachesto WCET determinationbasedon
staticprogramanalysis,asthey arepursuedby AbsInt.



230

ProbabilisticWCETAnalysis ProbabilisticWCET is a techniquewhich is nor-
mally used in conjunctionwith othermethods,analyticalor experimental. The
mainmotivationbehindthismethodis that in modernCPUsequippedwith multi-
level cachesystems(e.g.,L1, L2, sometimesL3 caches),andtheexecutiontime
of any instructionwhichperformsmemoryaccessdependsgreatlyonwhetherthe
correspondingmemoryblock is cachedor not. As a result, the executiontime
of suchinstructions is no longera constantnumberof CPU cycles; rather, it is
a randomvariable with highly non-uniformdistribution. The possiblevaluesof
this variablecorrespondto particularlocationsof the databeingaccessed(e.g.,
L1, L2, L3 cache,or in RAM). L2 or L3 cachemissesarerare,but whenthey oc-
cur, theexecutiontimeof thecorresponding instructioncanincreaseby thefactor
of 100. Furthermore,in the presenceof bus-masterdevicesotherthanthe CPU
(for example, Direct Memory Accesscontrollers),the RAM accesstime would
dependontheactivity of suchdevices,andwouldalsobearandomvariable.As a
result,theclassicalWCET analysiswhich usesabsoluteupperboundson execu-
tion time of eachinstruction,would becomeextremelypessimistic. Probabilistic
WCET analysisattemptsto rectify this problemby providing distribution func-
tions,ratherthanabsoluteupperbounds,for theexecutiontime. Thisapproachis
valid evenin thehard-real-timeenvironment,if it canprovideaguaranteethatthe
probabilityof deadlineover-runby any mission-criticaltaskis within theaccepted
safetylevels(e.g.,lessthan10−9 perflight hourfor avionicsapplications).

ProbabilisticWCET analysiscan be performedat different levels of detail:
theunitsof suchanalysisaredistribution functionsfor theexecutiontime of ei-
therindividual instructions,programbasicblocks,or largerprogramcomponents.
These“unit” distribution functionsare mostoften measuredexperimentally, al-
thoughfor individual instructions,they cansometimesbe obtainedtheoretically
from thehardwarespecifications.Theanalysisitself is concernedwith compiling
thedistribution function for thewholeprogramfrom suchfunctionsfor thepro-
gramunits, taking into accountprobabilitiesof differentbranchesin theflow of
control, loopbounds,etc.

Theexisting implementationsof probabilisticWCETanalysistendto berather
low-level: in [5], theprogramunitsusedarebasicblocks (instructionsequences
with oneentryand oneexit) of eitherJava byte-code,or machinecodecompiled
from C. Thedifficulty with thisapproachis thattheinformationon thehigh-level
programstructure,which is essentialfor combiningthedistribution functionsof
individual basicblocks into “larger” functions,is thenlost, andneedsto be re-
constructedfrom specifically-designedprogramannotations.Theanalysisis per-
formedin the“bottom-up”direction.

However, from our point of view, probabilisticWCET analysiscanbe used
even more successfully in the functional programmingenvironment. The dif-
ferencefrom the approachmentionedabove is that the functional probabilistic
WCET analysis is to be performed “top-down”, from the high-level functional
programstructureto the “basic” operationswith measurable(or computable)
WCETdistribution functions.Thefunctional programstructure,which is syntac-
tically andsemanticallymorestraightforwardthanthatof imperativeprograms(in
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particular, freeof side-effects),lendsitself well for suchanalysis.EmBounded
will extendour costmodelsdevelopedfor HumeandHAM to includeprobabilis-
tic distribution functionsof theexecutiontime of hardwareandabstractmachine
instructions,basedon theAbsInt results.

StaticAnalysesfor ExecutionCost Therehasbeenasignificantamountof work
on analyzinggeneralexecutioncosts,typically focusingon time usage,sincethe
pioneeringwork on automaticcomplexity analysisfor first-orderLisp programs
undertakenby Wegbreit [35]. Therehasbeenprogresson automaticallycosting
higher-orderfunctions,andrecentwork hasbegun to tacklethe many problems
surroundingcostingrecursion.Thestaticanalysesfor real-timesystemsof which
we areaware(e.g. Verilog’s SCADE) are,however, highly conservative in lim-
iting their attentionto non-recursive systems with staticallyallocateddatastruc-
tures. Typically, languagesusedfor real-timesystemsdo not supportfeatures
suchasrecursionbecauseof costingdifficulties,andcostanalysesthatmightdeal
with suchfeaturesarenotappliedto real-timesystemsbecausethemostlywidely-
employedlanguagesdonotpossesstherequisitefeatures.

Le Métayer[23] usesprogramtransformationvia a setof rewrite rulesto de-
rive complexity functions for FPprograms.A databaseof known recurrencesis
usedto produceclosedforms for somerecursive functions. However, the lan-
guageis restrictedto a particularsetof higher-ordercombinatorsfor expressing
functionsandthe analysisis not modularasthe transformation canonly be ap-
plied to acompleteprograms.

Rosendahl[29] also usesprogram transformationto obtaina stepcounting
versionof first-orderLisp programs;this is followedby abstractinterpretationto
obtainaprogramgivinganupperboundonthecost.Againthisabstractinterpreta-
tion requiresacompleteprogram, limiting bothits scalabilityandits applicability
to systemswith e.g.compiledlibraries.Finally, Benzinger[4] obtainsworst-case
complexity analysisfor NuPrl-synthesizedprogramsby “symbolicexecution” fol-
lowedby recurrencesolving. Thesystemsupportsfirst-orderfunctions andlazy
lists but higher-orderfunctionsmustbe annotatedwith complexity information.
Moreover, only a restrictedand awkwardprimitive recursionsyntaxis supported.

Our Existing Work on High-Level StaticAnalysesfor Real-Time, Hard Space
Systems St Andrews andLMU have developedcomplementaryformal models
for determiningupperboundsonspaceusage[17, 13] andtimeusage[26]. LMU
hasfocused on determining formally verified spacemodels for first-order lan-
guages[15], whilst StAndrews hasfocusedon models[34] that allow inference
of time usagefor higher-order, polymorphicand(primitive) recursive programs.
The combinationof this work will lead to a powerful formal modelcapableof
allowing inferenceof bothtimeandspaceboundsfor a languagesupportingmod-
ernlanguagetechnologies,includinghigher-orderdefinitions,polymorphism,re-
cursionand automaticmemorymanagement.Ourwork is influencedby that of
ReistadandGifford [28] for the costanalysis of higher-orderLisp expressions,
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by the “ti me system”of Dornic et al. [7], and by Hughes,Paretoand Sabry’s
sizedtypes [19], for checking (but not inferring) terminationfor recursion and
productivityfor reactive streams in a higher-order, recursive,andnon-strictfunc-
tional language.Both St Andrews and LMU have producedautomaticanalyses
[17, 13, 26] basedon theseresourcepredictionmodelsusingstandard type-and-
effectsystemtechnologyto automatically infer costsfrom sourceprograms.

Our Existing Work on Low-Level Static Analyses Motivatedby theproblems
of measurement-basedmethodsfor WCET estimation,AbsInt hasinvestigateda
new approachbasedon staticprogramanalysis[22, 14]. This hasbeenevalu-
atedby AirbusFrance[32] within theFramework V RTD project“DAEDALUS”
(IST-1999-20527).Theapproachrelieson thecomputationof abstractcacheand
pipelinestates for every programpoint andexecution context usingabstract in-
terpretation. Theseabstractstatesprovide safeapproximationsfor all possible
concretecacheandpipelinestates,andprovide thebasisfor anaccuratetiming of
hardwareinstructions,which leadsto safeandpreciseWCET estimatesvalid for
all executionsof theapplication.

Our ExistingWork onResourceCertification In theFrameworkV MRGproject
we aimedto develop certificatesfor boundedresourceconsumptionfor higher-
level JVM programs,andto usethesecertificatesin aproof-carrying-codeinfras-
tructurefor mobile systems.In this infrastructurea certifying compiler automat-
ically generatescertificatesfor (linear)boundson heapspaceconsumptionfor a
strict, first-orderlanguagewith object-orientedextensions.Thesecertificatescan
beindependentlycheckedwhencomposingsoftwaremodules.Novel featuresin
thereasoninginfrastructureare theuseof a hiearchy of programminglogics, us-
ing high-level typesystemsto captureinformationon heapconsumption,andthe
useof tactic-basedcertificatesin thesoftwareinfrastructure.Thelatterdrastically
reducesthe sizeof the certificatesthat aregenerated. In the context of embed-
dedsystems,thecostmodel(andthusthecertificatesbuilt on them)mustreflect
lower-level architecture features.Theboundsfor the resourceconsumptionthat
areexpressedin thesecertificateswill beprovidedby ourstaticanalyses,andmay
alsoincorporateinformationgainedby measurementon theconcretehardware.

Compile-TimeGarbageCollection Compile-timegarbagecollectiontechniques
attemptto eliminatesome or all heap-basedmemoryallocationthroughstrong
staticmeans.Despitetheir obviousattractionsin reducingmemory management
costs,they have not beenwidely usedhistorically, sinceit has proveddifficult to
obtain informationacrossfunction boundaries,especiallyin recursive contexts,
while more local usage informationcanusuallybe obtainedfairly trivially in a
compilerwithout complex analysis.

Oneapproachthat hasrecentlyfound favour is the useof region types[33].
Suchtypesallow memorycells to be taggedwith an allocationregion, whose
scopecanbe determinedstatically. When the region is no longer required,all
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memoryassociatedwith that region may be freed without invoking a garbage
collector. In non-recursive contexts, thememorymaybeallocatedstatically and
freed following the last useof any variablethat is allocatedin the region. In
a recursive context, this heap-basedallocationcanbe replacedby (possiblyun-
bounded)stack-basedallocation.

Linear Typesfor MemoryAllocation LFPL [15, 17] useslineartypesto deter-
mine resourceusagepatterns.A special resourcetypecalled“diamond” is used
to countconstructors.First-orderLFPL definitionscanbe computedin linearly
boundedspace,even in the presenceof generalrecursion. More recently, Hof-
mannandJost have introduced [17] automaticinferenceof theseresourcetypes,
and thus of heap-spaceconsumption,using linear programming. At the same
time, thelinear typing disciplineis relaxedto allow analysisof programstypable
in a usagetypesystem suchas[21, 2]. Extensionsof LFPL to higher-orderfunc-
tions have beenstudiedin [16] whereit wasshown that suchprogramscanbe
evaluatedusingdynamicprogrammingin timeO(2p(n)) wheren is thesizeof the
input and p is a fixed polynomial. It hasbeenshown that this is equivalent to
polynomialspaceplusanunboundedstack.

1.4 PROGRESSBEYOND THE STATE-OF-THE-AR T

If successful,we anticipatethat the EmBoundedprojectwill enable several re-
searchadvancesto bemade:

• it will developcompositionalresourcecertificatesfor embeddedsystems;

• it will allow safeuseof modern,advancedprogramminglanguagefeatures
suchasrecursionandautomatic memorymanagementin real-timesystems;

• it will synthesiseresourcecostmodelsfrom both sourceandmachinelevels,
soenablingmoreaccuratemodelling thanis possibleindividually;

• it will extendtheoreticalcostmodellingtechnologyto recursive,higher-order
andpolymorphicfunctions;

• it will characterisesoftwaredevelopmentusingconstructswith well defined
formalandanalyticproperties in thecontext of realisticapplications;

• it will representthefirst seriousattemptto applymodernfunctionalprogram-
minglanguagetechnologytohard real-timesystems,includingcomplex industrially-
basedapplications.

Webelieve thatfunctionalprogrammingnotationshave agreatdealto offer to
modernsoftwareengineeringpractices,throughthe twin advantages of abstrac-
tion andcompositionality. By tacklingthelong-standingbehaviouralbugbearsof
time andspaceusagethroughcarefullanguagedesignin conjunctionwith state-
of-the-artstaticanalysistechniques,we hopeto show that functional languages
canalsobehighly practicalanddeliverrealbenefitsin termsof automatedsupport
for thedevelopof complex programsin thereal-timeembeddedsystemsdomain.
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