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1 INTRODUCTION

The non-interferencetype basedanalysisandits closelyrelatedanalyses
(deadcodeelimination, programslicing, confidentiality, strictness,etc.)
have beenthroughlystudiedin many programmingparadigms.Thework
onthisareahasbeeninitiatedwith functionalprogramming,seee.g.[HR98,
Pro00,ABHR99], aswell asimperative programming,e.g. [SV98]. Fol-
lowing this idea,similar approacheshave beenstudiedfor processalge-
bras,seee.g.
[Aba97,HR00,YH00, HVY00, Kob03]).

Nevertheless,workson processalgebrasarehamperedby thefact that
thereis nocanonicalnotionof types.Moreover, in mosttypingsystemsof
theliteratureonehasthefollowing kindof rule:

Γ ` P : τ Γ `Q : τ
Γ ` P ‖ Q : τ

thatis to say:if bothprocessesP,Q areof thesametypeτ underacom-
mon context Γ, thenthey canbe put in parallelobtaininga new term of
type τ. Theproblemaboutthis kind of typing rule is that the typeof the
resultingterm is thesamethantheoneof its components.Comparewith
functionalprogrammingwhereeachsyntacticstructurehasan effect on
types: λ-abstractionsbuild arrow types,andapplicationseliminatearrow
types. This lack of precisionhampersaccuratetype-basedanalyses.In-
deed,thereis noway to represent,usingtypes,informationflowsbetween
P andQ. Hencetheneedof a moreprecisetyping disciplinefor process
algebras.

This work is an attemptto provide sucha typing system.We considera
calculusincludingfunctionalfeatures(λ-terms)aswell ascommunications
viewedasaddressedresources.Weapplyto thissystemknown techniques
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from thefunctionalprogrammingcommunityto usetypesto performnon-
interferenceanalysis. We considerthe adaptationof [Pro00], in which
type basednon-interferenceanalysisis canonicallydefinedfor pure type
systems,in a concurrentcontext. This non-interferenceanalysiscanthen
beusedfor variousanalysesincludingsecureinformationflow analysis.

2 A λ-CALCULUS WITH ADRESSEDRESOURCES

λar is a modified version of Boudol’s blue-calculus[Bou97]. The first
modificationis aboutreductions:resourcefetching,i.e. replacementof an
addressby its content,canoccuranywherein a term unlike in the blue-
calculuswhereit canonly occurin a headvariable.We considermoreor
lessresourcefetchingasakind of β-reductionwherethereis nobinderand
wherethereis concurrency with respectto theargument.Thesecondmod-
ification dealswith Parallel operators:We considertwo differentparallel
operators.Oneaimsat theparallelismbetweentwo processes,whereasthe
secondis usedto representparallelismbetweendataandprocesses.

Thereare two different classesof termsin λar, termsand addressed
resources.They areinductively definedasfollows:

t ::= x,a variables,addresses
| (t t) application
| λx.t abstraction
| t ‖ t processparallel
| νa(t) new addresses
| t | s processandaddressresource1
| s | t processandaddressresource2

s ::= 〈a⇐ t〉 singleresource
| 〈a = t〉 multiple resource
| s | s resourceparallel

An addressedresourceis a termdefinedat a givenaddress.In 〈a⇐ t〉,
a is the addressandt the resource. The resourcecanbe singleor multi-
ple. A singleresourceis discardedwhenused,whereasamultipleresource
canbeusedasenoughasnecessary. Onemaythink at the linear implica-
tion [Gir87] vs classicalimplication. Addressedresourcesmaybe packed
togetherwith “ |” operator. Addressedmay be viewed asaliasesor more
intuitively ashyperlinksandaddressedresourcesaswebpages.

The only λar variablebindersare λ and ν. In 〈a⇐ t〉, for instance,
namea is notbound.Freenamesaredefinedaccordinglyto thesebinders.
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A context is a termwrittenusingthesamesyntaxasfor λar-terms,plus
a specialconstant�, thehole. We usecapitallettersA,B,C, . . . to denote
contexts. A context C[ ] canbefilled with aλar-termt. C[t] isC[ ] where�

hasbeen replacedwith t. Noticethatt freevariablesmaybecomebounded
in C[t].

We definea structuralequivalence≡ betweenλar-terms.This equiva-
lenceallows us to seetermsasa “chemicalsolution” à la [BB92], where
processesandaddressedresourcesmaymovearoundandinteracttogether.
Structuralequivalencerulesaregivenin Figure1.

t ‖ u≡ u ‖ t s1 | s2 ≡ s2 | s1 commutativity
t | s≡ s | t

(t ‖ u) ‖ r ≡ t ‖ (u ‖ r) (t ‖ u) | s≡ t ‖ (u | s) associativity
(s1 | s2) | t ≡ s1 | (s2 | t)

〈a = t〉 ≡ 〈a = t〉 | 〈a⇐ t〉 duplication

νa(t) ‖ u≡ νa(t ‖ u) νa(t) | s≡ νa(t | s) scopemigration
(a 6∈ fn(u)∪ fn(s))

t ≡ u =⇒ C[t]≡C[u]

FIGURE 1. structural equivalence

Commutativity, associativity andscopemigrationstructuralrulesallow
us to write any λar-term in a canonicalway. We call agents the terms
definedby thefollowing grammar:

Ag ::= a | x | λx.t | (t t)

wheret is any λar-term.For instanceterm(λx.x (t ‖ u)) is anagent,while
term t ‖ ( f λx.(x x)) is not. The readercannoticethat agentshave the
shapeof λ-termsbut arenot λ-terms.

Fact 1 (CanonicalForm) Anytermt of λar is structurally equivalentwith
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a termof thefollowingcanonicalform:

νa1, . . . ,an

(t1 ‖ . . . ‖ tp agents
| 〈b1⇐ v1〉 | . . . | 〈bq⇐ vq〉 singleresources
| 〈b1 = v1〉 | . . . | 〈bq = vq〉) multipleresources

Thereare two kinds of reductionin λar: β-reductionsand substitution
of addressesby a resourcedefinedat this address,alsocalled,following
[Bou97], resourcefetching.

Definition 1 (Reduction rules)

(λx.t u) →β u{x := t}
t | 〈a⇐ u〉 →ρ t{a := u}

for→ρ werequire a∈ fn(t) andt an agent. We write→ for→β ∪e→ρ.
Wecontextually close→ bya context rule, andextendit to a congruence:

t→ t ′ =⇒ C[t]→C[t ′]
t→ t ′ andt ≡ u =⇒ u→ t ′

Resourcefetching,aswell asparalleloperators(which arecommutative)
arethemainreasonsof themoreexpressivepowerof λar w.r.t. λ-calculus.

Thefirst noticeablepropertyof β andρ-reductionsis thatnoneof them
normalizes.It is well-known (seefor instance[Bar84]) that the untyped
λ-calculusis not strongly normalizing. On the other handconsiderthe
term:

Ω = u | 〈u = u〉

Ω infinitely ρ-reducesto itself, henceρ-reductionis notnormalizing.
Anotherpropertyis thepossibilityof thenon-deterministicchoiceen-

coding:
c | 〈c⇐ t〉 | 〈c⇐ u〉 (1)

with c 6∈ fn(t)∪ fn(u), this term can be reducedeither to t | 〈c⇐ u〉 or
u | 〈c⇐ t〉. It is easyto derive anencodingof a non-deterministicchoice
operatoras:

⊕≡ λx,y.νc(c | 〈c⇐ x〉 | 〈c⇐ y〉)

which is notpossibleto definein λ-calculus.At thispointonemaynotice,
thatthereis anotherwayto havenon-determinism.Considerthefollowing
term:

t ≡ t1 ‖ t2 ‖ . . . tn | 〈a⇐ v〉 (2)
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wherea∈ fn(ti) for i ∈ {1, . . . ,n}. And let t ′i denotestheterm:

t ′i ≡ t1 ‖ t2 ‖ . . . ‖ ti [a := v] ‖ . . . ‖ tn

for all i ∈ {1, . . . ,n}, t→ t ′i .
Thosetwo forms of non-determinism,the one comingfrom the com-

mutativity of ‖ and the other coming from the commutativity of | are
different. Oneis basedon themultiplicity of producersandtheotherone
on the multiplicity of consumers.The non-determinismexhibited in (2)
copewell with the intuition of inter-leaving. n processesrun in parallel,
thuswe have no way to know which onewill bethefirst to have accessto
resourcev locatedat addressa. On theotherhand,non-determinismof (1)
is of anothernature:therearetwo concurrentresourceslocatedat a same
addressandit is up to theprocessto choosewhichdefinitionwill beused.
Thisnon-determinismis not inherentto concurrentsystems.

In λar it is possibleto modelcommunicationsin a π-calculusstyle. Con-
siderthefollowing term:

〈a⇐ λx.t〉 | (a v)→ρ (λx.t v)→β t{x := v}

It mimicstheπ-calculuscommunication:

a?(x).t ‖ a!〈v〉 → t{x := v}

wherea?(x).t is theprocessthat receivesa valuev on channela andthen
behaves like t{x := v}, and wherea!〈v〉 is the processemitting value v
on channela. Nevertheless,in thecontext of theπ-calculusonly channel
namescanbeemitted,in spiteof arbitrarytermsin λar.

Thesesimpleexamples,althoughbeingminimal, illustratesinterestingλar

features. The first one is a justificationof the two differentparallelop-
erators. We have seenthat it directly leadsto different forms of non-
determinism.It suggeststhatthereis morethanjustasyntacticdistinction
betweenparalleloperators.The secondoneis that λar is somewhat finer
thanπ-calculusin thesensethataπ-calculussinglestepreductionis inter-
pretedby a ρ anda β-reduction.Theρ-reductionrepresentstheprocessof
downloadingdistantcodewhile β-reductionrepresentsparameterpassing.
Thosetwo steps,communicationandbinding of a variableto a value in
the body of a process,aremixed togetherin π-calculuswhereasthey are
clearlyidentifiedin λar.
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3 TYPING SYSTEM

λar is a very rich calculus.In this sectionwe proposea typing discipline
that limits the numberof well formedterms. It givessomecontrol over
acceptableprograms.Typesmayalso beseenasskeletonsoverwhich it is
possibleto performstaticanalysesby annotatingthem.

λar typesarestandardλ-calculustypes(groundtypesandarrow types),
with theadditionof aparalleltype:Pa(σ,τ).

Definition 2 (Types)Typesare inductivelydefinedby thefollowing gram-
mar:

τ ::= b Basetype
| ◦ Store type
| τ→ τ Arrow type
| Pa(τ,τ) Parallel type

Becauseof structuralequivalenceon terms,wedefinea relatedequiva-
lenceover types.Therelation≡T betweentwo typesis thesmallestreflex-
ive,symmetricandtransitive relationcontainingtherelationRdefinedby:
let τ,σ,γ bein T, thenR(Pa(τ,σ),Pa(σ,τ)) and,R(Pa(τ,Pa(σ,γ)),Pa(Pa(τ,σ),γ)).
In the restof this paperwe work modulo≡T equivalence.That is, when
wewrite τ = σ we intendτ≡T σ.

We extendthesyntaxof λar in orderto havetypeannotationsin terms.We
developa typing systemà la Church:we addtypeannotationsin binders.
More formally:

t ::= . . . | νa:τ(t) | λx:τ.t | . . .

othertermsremainunchanged.
Typecontexts arelists of pairsassigninga typeto avariable:

Γ ::= 〈〉 | Γ,x : τ

where〈〉 is theemptylist. A variablecanonly occuroncein acontext.
Thetypesystemdealswith judgments of theform Γ ` t : τ. Deduction

rulesaregivenin figure2.

A peculiarityof this typesystemis thattypesfollow theshapeof terms
in way closeto theoneof usualfunctionalprogramming.To our knowl-
edgeit is afirst time thata typinghasbeendonefor parallelconstructs.In
mostprocessalgebrasof typingsystemsonehastherule:

Γ ` t : τ Γ ` u : τ
Γ ` t | u : τ
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[HYP] Γ ` x : τ(x : τ ∈ Γ) [NEW]
Γ,a : σ ` t : τ
Γ ` νa:σ(t) : τ

[APP] Γ ` t : σ→ τ Γ ` u : σ
Γ ` (t u) : τ [ABS] Γ,x : σ ` t : τ

Γ ` λx:σ.t : σ→ τ

[STO1] Γ ` t : τ
Γ ` 〈a⇐ t〉 : ◦(a : τ ∈ Γ) [STO2] Γ ` t : τ

Γ ` 〈a = t〉 : ◦(a : τ ∈ Γ)

[PPAR] Γ ` t : τ Γ ` u : σ
Γ ` t ‖ u : Pa(τ,σ)

(τ,σ 6= ◦)

[PD1] Γ ` s : ◦ Γ ` t : τ
Γ ` s | t : τ

[PD2] Γ ` t : τ Γ ` s : ◦
Γ ` t | s : τ

[DPAR] Γ ` s1 : ◦ Γ ` s2 : ◦
Γ ` s1 | s2 : ◦

FIGURE 2. λar typing rules

thereforein suchsystemit is difficult to analyseinteractionbetweent and
u: they are of the sametype. In π-calculusit is not possibleto define
suchtypes. Indeedthe numberof parallelprocessesmay changeat any
communicationstep: the shapeof termsevolvesduring computation. If
wecombineto this theinherentnon-determinismof processalgebrasthere
is no way to enforcesubjectreduction. In λar, we have madeclear the
distinctionbetweenseveralconceptsmergedtogetherin π-calculus.

Standardtype propertiesare valid in typed λar. The first one is the
unicity of types.For a givenwell formedtermthereis only onetypew.r.t.
agiven environment.

Lemma 1 (Typeunicity) If Γ ` t : τ andΓ ` t : τ′ thenτ = τ′.

Theorem1 (Structural equivalence)Γ ` t : τ andt ≡ u impliesΓ ` u : τ.

Lemma 2 (Context weakening) Γ ` t : τ andx 6∈ Γ imply Γ,x : σ ` t : τ.
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Lemma 3 (Substitution Lemma) Γ ` x : τ, Γ ` u : τ and Γ ` t : σ imply
Γ ` t{x := u} : σ.

Theorem2 (Subject reduction) Γ ` t : τ andt→ t ′ imply Γ ` t ′ : τ.

Theproof of subjectreductionis very simplefor λar w.r.t. othercon-
currenttypedsystems.It comesfrom thefact that in λar communications
areseenlike non-deterministicredexesandasin λ calculuswe insure the
fact thatvariablesarereplacedby termsof sametype(rulesSTO1, STO2
andABS).

We now give somesimpleexamplesillustrating thecontrolofferedby
typing disciplineover λar terms.Typing limits thenumberof well formed
terms.

The first thing to notice is that typedλar-termsdo not normalize. In-
deed,it is possibleto type termΩ definedabove. For any typeσ, u : σ `
〈u = u〉 : ◦, andu : σ ` u : σ, thusby rulePD2 wefind u : σ `Ω : σ.

Considerthefollowing λar termt = u | 〈u = u ‖ u〉. This termreduces
for ever in thisway:

t → u ‖ u | 〈u = u ‖ u〉
→ u ‖ u ‖ u | 〈u = u ‖ u〉
→ . . .

Termt cannotpossiblybewell typedin our typingsystem.Indeed,let τ be
thetypeof u. Thenu ‖ u is of typePa(τ,τ) (becauseof rule PPAR) which
is differentfrom τ. Hence〈u = u ‖ u〉 cannotbe well typed: rule STO2
forcesthefact that theaddressandtheresourcemusthave thesametype.
This simpleexampleshowshow typesremainstablethroughreductions.

4 NON-INTERFERENCE ANALYSIS

In this sectionwe deepenaimsandmotivationsbehindλar andprecisely
explainin whichdirectionfurtherresearchbasedonλar aregoing.Wegive
afirst resultof non-interferencefor λar.

Non-interferenceis a key propertyfor programanalysis[ABHR99]. It
addressestheproblemof programdependency: how portionsof programs
arerelatedto eachother. This problemis centralfor settingssuchasse-
crecy, partialevaluation,programslicing,dead code analysisetc.

In [Pro00]we have presenteda genericmechanismto modify standard
functionaltypesystemsin orderto performtype-basedanalyses.Theidea
is thatanalysingprogramsby theuseof typesamountstobe abletoabstract
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termsover sorts.Sortsare,roughlyspeaking,typesof types.For instance
Int : ∗ meansthat typeof integersInt is of sort∗. In [Pro00]we consider
two sorts> and⊥. Thereforetherearetwo different typesfor integers:
Int
> : > and Int

⊥ : ⊥. Moreover a notion of variablesort is introduced,
Int : α meaningthat Int is of variablesort α. That is α canbe either>
or ⊥. Abstractionandapplicationrelatively to this kind of variableare
defined. It is possibleto prove that partstypedwith typesof sort> and
partstypedwith typesof sorts⊥ areindependent.

Following this line, we definean extensionof λar, λarE , whereit is
possibleto abstractover sorts.Sortsareroughlythetypeof types,andare
definedby s ::=> | ⊥ | α,whereα representssortvariables.

We modify the typedversionof λar: sortsmay occur in typedterms.
In the line of [Pro00],we introducethepossibility to explicitly dealwith
sorts.Extendedtypesaredefinedby:

τ := bs | ◦ | τ→ τ | Pa(τ,τ) | ∀α.τ

Besidethedefinitionof extendedtypes(polymorphismover sorts),we
have addedannotationson basetypes. Thoseannotationswill denote the
sortof thecorrespondingbasetype. Themostintuitive way to seeit is to
imaginethat therearetwo waysto classifydata:privateandpublic. This
approachis theone advocatedin seminalpaper[Aba97].

Associatedwith theseextendedtypesareextendedcontexts, contexts
arelist of eitherpairsof termvariable,typesor sortvariables.

Γ ` 〈〉 | Γ,x : τ | Γ,α

Thereaderhasto beawarethatnow theorderof declarationsis significant
unlike contexts for simpletypesystem.Indeednow typesmaydependon
sortvariablesconsiderthefollowing context: Γ = α,τ : α,x : τ. Therefore
in additionto termtypingrulesweaddrulesto ensurewell formedcontexts
andtypes.StatementΓ ` meansthatΓ is a valid context andΓ ` τ means
thatτ is avalid typeunderenvironmentΓ. StatementΓ ` s meansthats is
avalid sortunderenvironmentΓ, i.e. s occursin Γ or s => or⊥. Finally,
weextendedtermstyping rulesΓ ` t : τ for thenew syntacticalconstructs.
Thesestatementsaremutually inductively definedin fig. 3. We only give
the two new rules for terms,abstractionof sortsrelatively to termsand
applicationof a termto asort,otherrulesremainunchangedfrom theones
givenin fig. 2.

Propertiesstatedin 2 for λar still hold in λarE .
Roughly, theintroductionof⊥ and> sortshaveproducedtwo versions

of λar. In oneversioneverythingis annotatedwith>, andontheotherone
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• Contexts: [CtxTyp] Γ ` Γ ` τ
Γ,x : τ ` (x 6∈ Γ) [CtxSor] Γ `

Γ,α `(α 6∈ Γ)

• Sorts:[Sor>] Γ `
Γ ` > [Sor⊥] Γ `

Γ ` ⊥ [SorVar] Γ `
Γ ` α(α ∈ Γ)

• Types:[T pBase] Γ ` s

Γ ` bs [T p→] Γ ` τ Γ ` σ
Γ ` τ→ σ [T pPar] Γ ` τ Γ ` σ

Γ ` Pa(τ,σ)

[T p∀] Γ,α ` τ
Γ ` ∀α.τ

• Terms:[ABSSor] Γ,α ` t : τ
Γ ` (λα.t) : (∀α.τ) [APPSor] Γ ` t : ∀α.τ Γ ` s

Γ ` (t s) : (τ{α := s})

FIGURE 3. λarE typing rules

⊥ is theonly annotation.In factsboth versionsaremixedtogethersinceit
is possibleto build termswith sub-termshaving typesof sort> andof sort
⊥. Considerundercontext f : Int

⊥→ Int
>,x : Int

⊥ theterm:

( f x) | 〈x⇐ 5⊥〉 | 〈 f ⇐ λy:Int
⊥.4>〉

WedefineΓ/s-saturatedtypes,termsandresourcesasfollows:
Type τ is a Γ/s-saturatedtype if either: τ = bs; or τ = τ1 → τ2 or

Pa(τ1,τ2) andτ1,τ2 areΓ/s-saturatedtypes;orτ = ∀α.τ1 andτ1{α := s}
is a Γ/s-saturatedtype.

t is Γ/s-saturatedtermif either:
Γ ` t : bs; or t = x andΓ ` x : τ andτ is a Γ/s-saturatedtype; or t =

(t1 t2) or t1 ‖ t2 andt1, t2 areΓ/s-saturatedterms;or t = λx:τ.t1 or νx:τ(t1)
andτ is aΓ/s-saturatedtypeandt1 is aΓ,x : τ/s-saturatedterm;or t = t | s
or t = s | t, andt is a Γ/s-saturatedtypeands a Γ/s-saturatedresource.

s is Γ/s-saturatedresourceif s = 〈a = t〉 or s = 〈a⇐ t〉 andt is a Γ/s-
saturatedterm.

We write s-saturatedfor short insteadof Γ/s-saturatedwhenΓ is un-
derstoodor unimportant.

We take may testingasbehavioral equivalence.A testis a processof
type Θs, the type of tests of sort s (i.e. s is either> or ⊥). Thereis a
specialinhabitantof this type:θs, thesuccess.Thuswehavethefollowing
typing rule:

Γ `
Γ ` θs : Θs
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We useTs to rangeover testsof sort s. TestT placedin parallelwith a
termt mayinteractandregardingt ’sbehavior, T mayproduceθ asaresult
of its observation. We say that a term t s-passestestT if thereexists a
reductionT ‖ t→∗ t ′ suchthatt ′ is of theform θs ‖ u. If t s-passestestTs,
wewrite t ⇓T

s .

Definition 3 (May observational equivalence)LetΓ ` t,u : τ, with τ Γ/s-
saturated,wehavet ∼=s u if for everytestT such that Γ ` T : Θs:

t ⇓T
s ⇐⇒ u⇓T

s

Wecannow statethenon-interferenceresultfor λarE .

Theorem3 (Non-interference)If Γ,x : σ ` t : τ, σ is⊥-saturatedandτ is
>-saturated,andΓ ` u,u′ : σ, thent[x := u]∼=> t[x := u′].

Theproof is donein a similar way astheproof of non-interferenceof
[Pro00].Theideais to introduceadummyconstantasacanonicaltermof
some⊥-type.Then,anorderrelationbetweentermsis definedrelatively to
thoseconstants.A termt is lessthananotheroneu, t ≤ u, if onecanobtain
t by substitutingsomeu sub-termswith dummyconstants.≤ is monotonic
w.r.t. →. Finally, we show thatΓ ` t,u : τ andt ≤ u implies that t ∼=> u,
from which it is easyto infer thenon-interferencetheorem.

Definition 4 (dummy terms) Let Γ ` τ with τ Γ/s-saturated,definecon-
stantdτ, such that Γ ` dτ : τ.

Definition 5 (prunning relation) Weinductivelydefinetheprunningrela-
tion l⊥ betweenwell formedtermsandaddressedresourcesasfollows:
Terms:

• dτ l⊥ t if Γ ` t : τ, andτ is Γ/⊥-saturated.

• xl⊥ x.

• (t u)l⊥ (t ′ u′), and(t ‖ u)l⊥ (t ′ ‖ u′) if t l⊥ t ′ andul⊥ u′.

• λx:τ.t l⊥ λx:τ.t ′, λα.t l⊥ λα.t ′ andνx:τ(t)l⊥ νx:τ(t ′) if t l⊥ t ′.

• (t | s)l⊥ (t ′ | s′) if t l⊥ t ′ ands | s′.

Adr essedresources:

• 〈a⇐ t〉l⊥ 〈a⇐ t ′〉 and〈a = t〉l⊥ 〈a = t ′〉 if t l⊥ t ′.
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• (s1 | s2)l⊥ (s′
1
| s′

2
) if si l⊥ s

′
i
, i ∈ {1,2}.

Fact 2 (Dummy equality) If t l⊥ u and there are no dummyconstantdτ
with τ ⊥-saturated thent = u.

Lemma 4 (maximality) LetΓ` t, t ′ : Θ> andt l⊥θ>l⊥ t ′. Thent = θ>=
t ′.

Proof : By definitionof l⊥, wehavethatt is aconstantof typeΘ> : there
aretwo suchconstantsdΘ> , andθ>, now by definition of l⊥, t mustbe
eitherdΘ⊥ (noticeit is thedummy typeof sort⊥) or θ>. Hencetheresult.
�

Lemma 5 (Monotonicity) Let t l⊥ u. Then,

1. u→ u′ =⇒ ∃t ′s.t. t→∗ t ′ andt ′l⊥ u′.

2. t→ t ′ =⇒ ∃u′s.t. u→ u′ andt ′l⊥ u′.

Proof : We have the following property(∗) if t1 l⊥ t2 andu1 l⊥ u2 then
t1{x := u1}l⊥ t2{x := u2}. It is provedby inductionon theform of terms
t1, t2.

Anotherstraitghforwardproperty(∗∗) is thatif t l⊥u thenfor any con-
textsC[]l⊥C′[], C[t]l⊥C′[u].

Proof of 1: SupposethatC[] is a context suchthat u = C[(λx.tx tu)] and
u′ = C[tx{x := tu}]. Wehave t l⊥ u, thustwo possibilities.
(1) t =C[v] andvl⊥ (λx.tx tu). Againwehavetwo subcases:eitherv= d,
andin thiscaset = t ′ = C[d]l⊥C[tx{x := tu}] = u′, or v = (λx.t ′x t ′u) with
t ′xl⊥ tx andt ′ul⊥ tu from thedefinitionof l⊥. Now wecanapplyproperty
(∗) to concludethatt ′x{x := t ′u}l⊥ tx{x := tu} thusby (∗∗) wehave

t→ t ′ = C[t ′x{x := t ′u}]l⊥C[tx{x := tu}] = u′

(2) thereexistsacontext C′[] suchthatt =C′[d] andu=C′[C′′[(λx.tx tu)]],
whereC′′[] is anothercontext. In thiscaselet t ′= t =C′[d] thenasC′[d]l⊥
C′[w] for any termw, C′[d]l⊥C′[C′′[tx{x := tu}]] = u′.

For u = C[tx | 〈x⇐ tu〉] wereasonin asimilar way.

Proofof 2: SupposethatC[] is acontext suchthatt =C[(λx.tx tt)], andt ′=
C[tx{x := tt}]. Sincet l⊥ u it meansthatu= C′[(λx.t ′x t ′t )] with C[]l⊥C′[]
and(λx.tx tt)l⊥ (λx.t ′x t ′t ). By definitionof l⊥ it impliesthattx l⊥ t ′x and
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tu l⊥ t ′u. Wecanapplyproperty(∗) to concludethattx{x := tt}l⊥ t ′x{x :=
t ′t}, now by (∗∗) wehavet ′ =C[tx{x := tt}]l⊥l⊥C′[t ′x{x := t ′t}] = u′← u.

Weconcludein asimilar way if t = C[tx | 〈x⇐ tt〉].
�

Wecannow completetheproofof theorem3.

Proof :
Let T be any test. Supposethatu ⇓T

>. It meansthatT ‖ u→∗ u′ such
thatu′ is of the form θ> ‖ u′′. Moreover we have from point 1 of lemma
5 that T ‖ t →∗ t ′ and t ′l⊥ u′. From the definition of l⊥ we have that
t ′ is of the form t ′ = t1 ‖ t ′′, andt ′′l⊥ u′′ andt1 l⊥ θ> which impliesby
monotonicitylemmathatt1 = θ> whichmeansthatt ⇓T

>.
We reasonin a similar way to prove t ⇓T

> =⇒ u ⇓T
> usingpoint 2 of

lemma5.
�

Among other things this theoreminsuresthat ⊥-termsand>-terms
don’t interacttogether. Hence,onecanimaginethat a userannotateshis
privatedatawith >. Now if this userreceivesa programthroughthenet,
hecanstaticallycheckthat thisprogramwill not have accessto its private
data.

It hasto benotedthat thisextensioncouldalso have beendoneusing
Boudol’s original typing systemfor theblue calculus[Bou97]. Neverthe-
less,this typesystemasa typing ruleof theform:

Γ ` t : τ Γ ` u : τ
Γ ` t ‖ u : τ

With suchatypingrule,it is notpossibleto describeinterferencesbetween
t andu usingtechniquesbasedon sorts.On theotherhand,if we usethe
typesystempresentedin thispaper, onecantrackdependencieswith sorts.
Let τ = Int

>→ Int
⊥→ Int

> andσ = Int
>→ Int

>→ Int
>. Let Γ ` t : τ

andΓ ` u : σ, thenby rulePPARwecanconcludethatΓ ` t ‖ u : Pa(τ,σ).
Now from the shapeof types,we caninfer that thereareno interference
betweenu’s secondargument(which is a naturalof sort⊥) with t ’s first
andsecondarguments.In this simplistic examplewe canprove that if a
privatedatais givenassecondargumentto thefunctionu, thereis no way
for t to “learn” anything aboutthis privatedata. On the otherhandthere
maybe interferencesregardingthefirst argumentof u with theresultof t
becausethetypeof t ’s resultis of thesamesortthanthesortof thetypeof
thefirst argumentof u.
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5 CONCLUSION

In this paperwe have introduceda new calculuswhich includesconcur-
rency aswell asfunctionalfeatures(λ-calculus):λar. Thoseextra features
areof interest:thanksto themit is possibleto designafinegrainedtyping
systemfor λar. This typingsystem,unlikemostof theonesfor processal-
gebras(e.g.[Pot02,BCPS03,Kob03]),is muchin theline with traditional
functionaltypingsystemsin thesensethattypespreciselyreflectthestruc-
ture of terms. As an applicationwe have developeda non-interference
calculus,λarE , built on top of the type system. This non-interference
maybedirectly usefor programslicing anduselesscodeelimination,e.g.
[Kob03]. λarE typeshave the advantagethat, closeley reflecting term
structure,they canpreciselyreflectinformationflows.

Anotherdifferenceof ourapproachrelatively to otherworksaboutnon-
interferencein thecontext of processalgebrasis thatour typing systemis
notbasedoninput/outputcapabilities(e.g.[HR00,YH00,PS96,BCC04]).
Moreover, our analysisis polyvariant. A programcanbe analysed(that is
annotatedwith sorts)only with sortsvariableswhich in turn canbe ab-
stractedover theprogram.For eachspecificuseof theanalysedprogram
onehasjust to instantiatesortsvariablesto checkits securitybehavior.
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