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1 INTRODUCTION

The non-interferenceype basedanalysisandits closelyrelatedanalyses
(deadcode elimination, programslicing, confidentiality strictness.etc.)
have beenthroughlystudiedin mary programmingparadigms.The work
onthisareahasbeeninitiatedwith functionalprogrammingseee.g.[HR98,
Pro00,ABHR99], aswell asimperatize programminge.g. [SV98]. Fol-
lowing this idea, similar approachefiave beenstudiedfor processalge-
bras,seee.g.
[Aba97,HR00, YHO00, HVYO00, Kob03]).

Neverthelessyorks on processalgebrasarehamperedy the factthat
thereis no canonicahotionof types.Moreover, in mosttyping systemaof
theliteratureonehasthefollowing kind of rule:

NP1 IMrHQ:t
rNEPQ:t

thatis to say:if bothprocesse®, Q areof thesametypet underacom-
mon contet I, thenthey canbe putin parallelobtaininga new term of
typet. The problemaboutthis kind of typing rule is thatthe type of the
resultingtermis the samethanthe one of its componentsComparewith
functional programmingwhere eachsyntacticstructurehasan effect on
types: A-abstractionduild arrown types,andapplicationseliminatearron
types. This lack of precisionhampersaccuratetype-basedinalyses.In-
deedthereis noway to representusingtypes,informationflows between
P andQ. Hencethe needof a more precisetyping disciplinefor process
algebras.

This work is an attemptto provide sucha typing system. We considera
calculusincludingfunctionalfeaturegA-terms)aswell ascommunications
viewedasaddressedesourcesWe applyto this systemknown techniques
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from thefunctionalprogrammingcommunityto usetypesto performnon-
interferenceanalysis. We considerthe adaptationof [Pro00], in which
type basednon-interferencenalysisis canonicallydefinedfor pure type
systemsjn a concurrentcontet. This non-interferenceanalysiscanthen
beusedfor variousanalysesncluding secureinformationflow analysis.

2 A A-CALCULUS WITH ADRESSEDRESOURCES

Aqc IS @ modified verson of Boudol's blue-calculugBou97]. The first
modificationis aboutreductionsresourcdetching,i.e. replacemenof an
addresdy its content,can occuranywherein a term unlike in the blue-
calculuswhereit canonly occurin a headvariable. We considemoreor
lessresourcdetchingasakind of B-reductionwherethereis nobinderand
wherethereis concurreng with respecto theargument.Thesecondnod-
ification dealswith Parallel operators:We considertwo differentparallel
operatorsOneaimsatthe parallelismbetweertwo processesyhereaghe
seconds usedto represenparallelismbetweerdataandprocesses.
Thereare two different classef termsin Ag4., termsand addressed

resourcesThey areinductively definedasfollows:

t = Xxa variablesaddresses

| (tt) application

| Axt abstraction

|ttt procesgarallel

| va(lt) new addresses

| t]s processandaddressesourcel

| st processandaddressesource2
s = (a<«t) singleresource

| (a=t) multipleresource

| s|s resourcearallel

An addressedesources atermdefinedata givenaddressin (a<t),
ais theaddressandt theresouce Theresourcecanbe singleor multi-
ple. A singleresourcas discardedvhenused whereasa multiple resource
canbe usedasenoughasnecessaryOnemaythink at the linearimplica-
tion [Gir87] vs classicaimplication. Addressedesourcesnay be packed
togetherwith “|” operator Addressednay be viewed asaliasesor more
intuitively ashyperlinksandaddressedesourcesswebpages.

The only A, variablebindersareA andv. In (a < t), for instance,
namea is notbound.Freenamesaredefinedaccordinglyto thesebinders.
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A contet is atermwritten usingthe samesyntaxasfor A .-terms,plus
a specialconstant], the hole. We usecapitallettersA,B,C, ... to denote
contets. A context C| | canbefilled with aA,.-termt. CJt] isC[ | whered
hasbeen replacedith t. Noticethatt freevariablesmaybecomebounded
in C[t].

We definea structuralequivalence= between\ ,.-terms. This equiva-
lenceallows usto seetermsasa “chemicalsolution” ala [BB92], where
processeandaddressedesourcesnay move aroundandinteracttogether
Structuralequvalencerulesaregivenin Figurel.

t|lu=u|t si|s2=s2s1 commutatvity
t|s=s|t

tufr=t|lr)  (t]uls=t](u]s)  associatity
(s1s2) [t=s1|(s2]t)

(a=t)=(a=t)|(a<t) duplication
va(t) || u=va(t || u) va(t) [s=va(t |s) scopemigration
(a¢ fn(u)Ufn(s))

t=u = CJt] =CJ[u]

FIGURE 1. structural equivalence

Commutatvity, associatiity andscopemigrationstructuralrulesallow
us to write arny Aq-termin a canonicalway. We call agentsthe terms
definedby thefollowing grammar:

Ag:i=al|x|Axt|(tt)

wheret is any A q.-term. For instancegerm (Ax.x (t || u)) isanagentwhile
termt || (f Ax.(x X)) is not. The readercannoticethatagentshave the
shapeof A-termsbut arenot A-terms.

Fact 1 (Canonical Form) Anytermt of A, is structurlly equivakntwith
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a termof thefollowing canonicaform:

vay,...,an
(ta ] ... |Itp agents
| (b1 <=v1) | ... | (bg<=Vq) singleresouces
| (b1=v1)|...| (bg=Vg)) multipleresouces

There are two kinds of reductionin A, B-reductionsand substitution
of addresseby a resourcedefinedat this addressalso called, following
[Bou97],resoucefetcing.

Definition 1 (Reductionrules)

(At u)  —p u{x:=t}
tj(asu —p t{a:=u}

for —, werequire a € fn(t) andt an agent. We write — for —g Ue —,.
We contextually close— by a context rule, and extendit to a congruence:

t—t — C[t] = CJt']
t—tandt=u = u—t

Resourcdetching,aswell asparalleloperatorgwhich are commutatve)
arethemainreason®f the moreexpressie power of A, w.r.t. A-calculus.
Thefirst noticeablepropertyof  andp-reductionds thatnoneof them
normalizes. It is well-known (seefor instance[Bar84]) that the untyped
A-calculusis not strongly normalizing. On the other hand considerthe
term:
Q=u|{u=u)

Q infinitely p-reducedo itself, hencep-reductionis notnormalizing.
Anotherpropertyis the possibility of the non-deterministichoiceen-
coding:
cl{c=t) | (c«<u) (1)

with ¢ & fn(t) Ufn(u), this term canbe reducedeitherto t | (c <= u) or
u| (c<t). It is easyto derive anencodingof a non-deterministichoice
operatoras:

®=Axyvc(c| (c<x) | (c<y))

whichis notpossibleto definein A-calculus.At this pointonemaynotice,
thatthereis anothemway to have non-determinismConsidetthefollowing
term:

tztlﬂtzH...tn|<a<:v) (2)
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wherea € fn(tj) fori € {1,...,n}. Andlett/ denotegheterm:
=t |tz ... [[t[a:=V]] ... | tn

forallie {1,...,n},t —t.

Thosetwo forms of non-determinismthe one comingfrom the com-
mutatvity of | andthe othercomingfrom the commutawity of | are
different. Oneis basedon the multiplicity of producersandthe otherone
on the multiplicity of consumers.The non-determinismexhibited in (2)
copewell with theintuition of inter-leaving. n processesun in parallel,
thuswe have no way to know which onewill bethefirst to have accesdo
resourcer locatedat address. Ontheotherhand,non-determinisnof (1)
is of anothemature:therearetwo concurrenresourcesocatedat a same
addressandit is up to the procesgo choosewhich definitionwill beused.
This non-determinisnis notinherentto concurrensystems.

In A, it is possibleto modelcommunicationsn a 1-calculusstyle. Con-
siderthefollowing term:

(@<= Axt) [ (a V) —p (Axt V) —pt{x:=V}
It mimicsthe tecalculuscommunication:
a?(x).t || al(v) —»t{x:=v}

wherea?(x).t is the procesghatrecevesa valuev on channela andthen
behaeslike t{x := v}, andwhereal (v) is the processemitting value v
on channela. Neverthelessin the contet of the Tecalculusonly channel
namescanbe emitted,in spiteof arbitrarytermsin A..

Thesesimpleexamples, althoughbeingminimal, illustratesinteresting 4.

features. The first oneis a justification of the two different parallel op-

erators. We have seenthat it directly leadsto different forms of non-
determinismlt suggestshatthereis morethanjust a syntacticdistinction
betweenparalleloperators.The secondoneis thatA,. is someavhatfiner

thantecalculusin the senseahata recalculussinglestepreductionis inter-

pretedby a p anda -reduction.The p-reductionrepresentshe procesof

downloadingdistantcodewhile B-reductionrepresentparametepassing.
Thosetwo steps,communicatiorand binding of a variableto a valuein

the body of a processare mixed togetherin T-calculuswhereashey are
clearlyidentifiedin Ag,.
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3 TYPING SYSTEM

Aqc IS @averyrich calculus. In this sectionwe proposea typing discipline
thatlimits the numberof well formedterms. It givessomecontrol over
acceptabl@rograms.Typesmayalso beseenasskeletonsoverwhichit is
possibleto performstaticanalysedy annotatinghem.

Aqc typesarestandardi-calculustypes(groundtypesandarron types),
with the additionof aparalleltype: Pa(o,1).

Definition 2 (Types)Typesare inductivelydefinedoy thefollowing gram-
mar:

T = b Basetype
| o Stoetype
| T1T—1  Arrowtype
|

Pa(t,1) Parallel type

Becausef structuralequivalenceonterms,we definearelatedequiva-
lenceovertypes.Therelation=r betweertwo typesis thesmallesteflex-
ive, symmetricandtransitive relationcontainingtherelationR definedby:
lett,0,ybein T, thenR(Pa(t,0),Pa(0, 1)) and,R(Pa(t, Pa(0,Y)),Pa(Pa(t,0),Y)).
In the restof this paperwe work modulo=t equialence.Thatis, when
we write T = o weintendt =t o.

We extendthesyntaxof A, in orderto have typeannotationsn terms.We
developatyping systema la Church: we addtype annotationsn binders.
More formally:

to=...]vatt) | Axtt|...

othertermsremainunchanged.
Type contets arelists of pairsassigningatypeto avariable:

Fra=)|rx:t

where() is theemptylist. A variablecanonly occuroncein a context.
Thetype systemdealswith judgmens of theform I -t : 1. Deduction
rulesaregivenin figure 2.

A peculiarityof thistype systemis thattypesfollow the shapeof terms
in way closeto the one of usualfunctionalprogramming.To our knowl-
edgeit is afirst time thata typing hasbeendonefor parallelconstructsin
mostprocessalgebraof typing systemsnehastherule:

F-t:tlMt-ust
Mtju:t
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. MNa:.okFt:.t
HYP W(x.re ) INEW] == —

MFvao(t):t
lFt:o—1TlkFu:o Mx:okFt:t
[APR FrEtu:t [ABS MrEAxot:o—t

[STO1] %(a:rer) [STO2] %(a:rer)

lFt:t1MFu:o
PPAR i | u:Pa(t,0) (T.o#0)

Fs:olMkFt:T
[PD1 Mes|t:t

lFt:tlMks:o
[PD2] Mets:t

Nsy:0lkFsyio
[DPAF@ rl—Sl‘SQZO

FIGURE 2. Aq. typing rules

thereforein suchsystemit is difficult to analyseinteractionbetweert and
u: they areof the sametype. In 1ecalculusit is not possibleto define
suchtypes. Indeedthe numberof parallel processesnay changeat ary
communicationstep: the shapeof termsevolves during computation. If
we combineto thistheinherentnon-determinisnof processalgebraghere
is no way to enforcesubjectreduction. In A, we have madeclearthe
distinctionbetweersereralconceptsmergedtogetherin T-calculus.

Standardtype propertiesare valid in typedA,.. The first oneis the
unicity of types.For agivenwell formedtermthereis only onetypew.r.t.
agiven ewironment.

Lemmal (Typeunicity) If T =t:tandl ~t: 1T thent =T
Theorem 1 (Structural equivalence)l -t : tandt = uimpliesl" - u: T.

Lemma 2 (Contextweakening) ' -t:tandx ¢ implyl,x:okt:1.
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Lemma 3 (Substitution Lemma) " - x: 1, T Fu:Tandl Ht: o imply
M-t{x:=u}:o.

Theorem 2 (Subjectreduction) " ~t: T andt — t" imply " =t': 1.

The proof of subjectreductionis very simplefor A4 w.r.t. othercon-
currenttypedsystems.t comesfrom thefactthatin A, communications
areseenlike non-deterministicedexesandasin A calculuswe insure the
factthatvariablesarereplacedy termsof sametype (rulesSTO1, STO2
andABS.

We now give somesimple examplesillustrating the control offered by
typing disciplineover A, terms.Typing limits the numberof well formed
terms.

Thefirst thing to natice is thattypedA,.-termsdo not normalize. In-
deed,it is possibleto typeterm Q definedabove. For any typeo,u: ot
(u=u):o,andu: ot u: o, thusbyrulePD2wefindu: o+ Q: o.

Considerthefollowing A4 termt = u| (u=u || u). This termreduces
for everin thisway:

t —uffufu=ufu
—ufuffulu=ufw

Termt cannotpossiblybewell typedin ourtyping system.Indeed /et 1 be
thetypeof u. Thenu || uis of typePa(t,1) (becaus®f rule PPAR which
is differentfrom 1. Hence(u = u || u) cannotbe well typed: rule STO2
forcesthefactthatthe addressandtheresourcemusthave the sametype.
This simpleexampleshaws how typesremainstablethroughreductions.

4 NON-INTERFERENCE ANALYSIS

In this sectionwe deeperaimsand motivationsbehindA,, andprecisely
explainin whichdirectionfurtherresearctbasenA . aregoing. We give
afirst resultof non-interferencéor A..

Non-interferences a key propertyfor programanalysiABHR99]. It
addressethe problemof programdependenc how portionsof programs
arerelatedto eachother This problemis centralfor settingssuchasse-
creqy, partialevaluation,programslicing, dead code analysetc.

In [Pro00]we have presentec genericmechanisnto modify standard
functionaltype systemsn orderto performtype-basedanalysesTheidea
is thatanalysingorogramsby theuseof typesamountgo be ableo abstract
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termsover sorts. Sortsare,roughly speakingtypesof types. For instance
Int : x meanghattype of integersint is of sortx. In [Pro00]we consider
two sorts T and L. Thereforetherearetwo differenttypesfor integers:
Int" : T andInt* : L. Moreover a notion of variablesortis introduced,
Int : o meaningthatInt is of variablesorta. Thatis a canbe either T

or L. Abstractionandapplicationrelatively to this kind of variableare
defined. It is possibleto prove that partstypedwith typesof sort T and
partstypedwith typesof sorts | areindependent.

Following this line, we definean extensionof Ay, AE, Whereit is
possibleto abstracbver sorts.Sortsareroughlythe type of types,andare
definedby s ::= T | L | a,wherea representsortvariables.

We modify the typedversionof A,.: sortsmay occurin typedterms.
In the line of [Pro00], we introducethe possibility to explicitly dealwith
sorts.Extendedypesaredefinedby:

T:=b°|o|T—1|Pa(t,T) | Va.T

Besidethe definition of extendedtypes(polymorphismover sorts),we
have addedannotationson basetypes. Thoseannotationswill denote the
sortof the correspondindpasetype. The mostintuitive way to seeit is to
imaginethattherearetwo waysto classifydata: privateandpublic. This
approachs theone adwcatedn seminalpaperfAba97].

Associatedwith theseextendedtypesare extendedcontets, contexts
arelist of eitherpairsof termvariable,typesor sortvariables.

r=()|r,x:t|ra

Thereadethasto beawarethatnow the orderof declarationss significant
unlike contexts for simpletype system.Indeednow typesmay dependon
sortvariablesconsiderthefollowing context: ' = a, T : a,x: T. Therefore
in additionto termtypingruleswe addrulesto ensurenell formedcontexts
andtypes.Statemenf - meanghatl” is avalid context andl” - T means
thatt is avalid typeunderervironmentl. Statemenf + s meanghats is
avalid sortunderenvironmentl, i.e. s occursin I’ ors = T or L. Finally,
we extendedermstypingrulesrl” -t : T for thenew syntacticakonstructs.
Thesestatementaremutuallyinductively definedin fig. 3. We only give
the two new rulesfor terms,abstractionof sortsrelatively to termsand
applicationof atermto asort,otherrulesremainunchangedrom theones
givenin fig. 2.

Propertiesstatedn 2 for A, still holdin A, E.

Roughly theintroductionof L. and T sortshave producedwo versions
of Aq. In oneversioneverythingis annotateavith T, andontheotherone
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e Contexts: [CtxTyp] %(x ¢r) [CtxSor] %(a ¢r)

e Sorts:[SorT] % [Sor_L] % [SorVar] Frkl_a (ael)

Fr1t—o
Mokt
MEVa.t

Moakt:t

I Fb°
[Tpv]

o Types:[TpBasé 1 =5 [Tp—] FELEEG (TP Hi

e Terms:[ABSor] [APP ]

I (Aat) : (Vo.1)

FIGURE 3. A4 E typing rules

| istheonly annotationIn factsboth \ersionsaremixedtogetersinceit
is possibleto build termswith sub-termshaving typesof sort T andof sort
L. Considemundercontet f : Int™ — Int',x: Int* theterm:

(f X)| (x<=5Y) | (f <AyIntt.47)

We definel’ /s-saturatedypes,termsandresourcessfollows:

Type t is a ' /s-saturatedype if either: T=Db% ort1 =1, — 12 Or
Pa(t1,72) andty, T2 arel /s-saturatedypes;ort = Va.t; andti{a :=s}
isal /s-saturatedype.

t is I /s-saturatedermif either:

M=t:b% ort=xandl+x:tandtis al /s-saturatedype;ort =
(t1 t2) orty || t2 andty, tp arel” /s-saturatederms;ort = AX:T.t; or vx:t(ts)
andtisal /s-saturatedypeandt; isal’,x: 1/s-saturatederm;ort =t | s
ort =s|t,andt isal /s-saturatedypeands al /s-saturatedesource.

sis /s-saturatedesourcdf s = (a=t) ors = (a<t) andtisal /s-
saturatederm.

We write s-saturatedor shortinsteadof I /s-saturatedvhen' is un-
derstoocdbr unimportant.

We take may testingasbehaioral equivalence.A testis a processof
type ©°, the type of tess of sorts (i.e. s is either T or L). Thereis a
specialinhabitantof thistype: 6%, the successThuswe have thefollowing
typingrule:

_re
r=e°:e°
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We use<* to rangeover testsof sorts. Test¥ placedin parallelwith a
termt mayinteractandregardingt’s behaior, € mayproduced asaresult
of its obseration. We saythata termt s-passedest¥ if thereexists a
reduction? || t —*t’ suchthatt’ is of theform 6° || u. If t s-passesest®,
wewritet ||2.

Definition 3 (May obsewational equivalence)Letl Ft,u: T, witht Tl /s-
satuated,wehavet =, u if for everytest® sudthatl - T : ©%:

ts = ul?
We cannow statethe non-interferenceesultfor A, E.

Theorem 3 (Non-interference)lf ', x: ot : 1, 0is L-saturatedandt is
T-saturted,andl - u, U’ : g, thent[x := u] = t[x:= U].

The proofis donein a similar way asthe proof of non-interferencef
[Pro00]. Theideais to introducea dummyconstantaisa canonicakermof
somel -type. Then,anorderrelationbetweertermsis definedrelatively to
thoseconstantsA termt is lessthananothemoneu, t < u, if onecanobtain
t by substitutingsomeu sub-termavith dummyconstants< is monotonic
w.r.t. —. Finally, we shav thatl” - t,u: T andt < uimpliesthatt =+ u,
from whichit is easyto infer the non-interferencéheorem.

Definition 4 (dummy terms) Let " - T with T ' /s-satuiated, definecon-
stantd, sudthatl" - d; : T.

Definition 5 (prunning relation) We inductivelydefinethe prunningrela-
tion < | betweerwell formedtermsandaddressedesoucesasfollows:
Terms:

edi< tifF-t:1,andtisl/L-satumated.
o X< X
ot uy<, (' U),and(t||u)< (&' ||u)ift<, t' andu<  U.
e AXT.t << AXT.t/, Aa.t < Aa.t’ andvxt(t) < vxt(t) ift < t.
o(t]s)<  (t'|¢)ift< t'ands|s.
Adressed esoures:

elact)<, (a<t)and(a=t)<, (a=t)ift< t.

190



° (51|52)<L (5/1‘5/2) if s; <L5i/,i€{1,2}-

Fact 2 (Dummy equality) If t <, u and there are no dummyconstantd,
with T L -satuated thert = u.

Lemma 4 (maximality) Letl Ft,t': O andt<, 08" <, t". Thent=8" =
t'.

Proof: By definitionof < | , we have thatt is aconstanbf type®' : there
aretwo suchconstantsigr, and 87, now by definitionof <, t mustbe
eitherdg.: (noticeit is thedummy typeof sort L) or 6. Hencetheresuilt.
|

Lemma 5 (Monotonicity) Lett <, u. Then,
lL.u—u = Ft'stt—"t'andt' < U.

2.t —t' = Aus.t.u— U andt' <, U.

Proof : We have the following property(x) if t; <, t andu; < up then
ti{x:=u1} <, ta{X:= up}. It is proved by inductionon theform of terms
11, 10.

Anotherstraitghforvardproperty(xx) is thatif t <, uthenfor ary con-
textsC[] <, C'[], C[t] < C'[u].

Proofof 1: SupposehatC|] is a contect suchthatu = C[(Ax.ty t,)] and
U = Clty{x:=ty}]. We havet <, u, thustwo possibilities.

(1) t =CJ]v] andv <, (Ax.tx ty). Againwe havetwo subcaseseitherv=d,

andin thiscaset =t' = C[d] <, C[ty{x:=t,}] = U, orv= (Ax.t} t;) with

t;, < ty andt) <, t, from thedefinitionof <. Now we canapplyproperty
(%) to concludethatty {x:=t/} < tx{x:=ty} thusby (x*) we have

t—t' =Clt{x:=t}] <, City{x:=t,}] =U

(2) thereexistsacontet C'[] suchthatt =C’[d] andu = C'[C"[(Ax.tk tu)]],
whereC”[] is anothercontext. In thiscasdett’ =t = C'[d] thenasC'[d] < |
C'|w] for ary termw, C'[d] < C'[C"[tx{x:=t,}]] = U'.

Foru = CJtx | (X < ty)] wereasonn asimilarway.

Proofof 2: SupposehatC|] is acontet suchthatt = C[(Ax.tx t;)], andt’ =
Cltx{x:=1t}]. Sincet <, uit meanghatu = C'[(Ax.t; t/)] with C[] <, C'[]
and(Axty t) <, (At} t{). By definitionof < it impliesthatty < t; and
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ty << t/,. We canapplyproperty(x) to concludethatty{x :=t;} <, ty{x:=
t/}, now by (xx) wehavet’ =Clty{x:=t}] <, <, C'[tt{x:=t{}] =U «—u.
We concludein asimilarway if t = C[ty | (x < t;)].

|

We cannow completethe proof of theorem3.

Proof:

Let T be ary test. Supposethatu ||¥. It meanghat® || u —* U such
thatu is of theform 8" || u”. Moreover we have from point 1 of lemma
5that¥ || t —*t’ andt’ <, U. Fromthe definition of <, we have that
t’ is of theformt’ =t; || t”, andt” <, u” andt; <, 8" which implies by
monotonicitylemmathatt; = 8 which meanghatt |

We reasonin a similar way to provet |3 = u |5 usingpoint 2 of
lemmab.

|

Among other things this theoreminsuresthat 1 -termsand T-terms
don't interacttogether Hence,onecanimaginethat a userannotatesis
privatedatawith T. Now if this userreceivesa programthroughthe net,
he canstaticallycheckthat thisprogramwill not have accesdo its private
data.

It hasto be notedthat thisextensioncould also hae beendoneusing
Boudol’s original typing systemfor the blue calculus[Bou97]. Neverthe-
less,this type systemasa typing rule of theform:

F-t:tlMt-u:t
FEtfu:t

With suchatypingrule, it is notpossibleto describenterferencebetween
t andu usingtechniquesasedon sorts. On the otherhand,if we usethe
typesystempresentedh this paperonecantrackdependenciewith sorts.
Lett=Int" — Int" —Int" ando =Int" — Int" —Int’. LetF Ft:tT
andl - u: o, thenby rule PPARwe canconcludethatl” -t || u: Pa(t,0).
Now from the shapeof types,we caninfer thatthereareno interference
betweenu's secondargument(which is a naturalof sort L) with t’s first
andsecondarguments. In this simplistic examplewe can prove thatif a
privatedatais givenassecondargumentto thefunctionu, thereis no way
for t to “learn” anything aboutthis private data. On the otherhandthere
may be interferencesegardingthefirst agumentof u with theresultof t
becausé¢hetype of t'sresultis of thesamesortthanthe sortof thetype of
thefirst agumentof u.
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5 CONCLUSION

In this paperwe have introduceda new calculuswhich includesconcur
reng/ aswell asfunctionalfeaturegA-calculus):A4.. Thoseextrafeatures
areof interest:thanksto themit is possibleto designa fine grainedtyping
systemfor A4.. Thistyping systemunlike mostof the onesfor processal-
gebrage.g.[Pot02,BCPS03Kob03]),is muchin theline with traditional
functionaltyping systemsn thesenseahattypespreciselyreflectthestruc-
ture of terms. As an applicationwe have developeda non-interference
calculus, A4 ‘E, built on top of the type system. This non-interference
may bedirectly usefor programslicing anduselessodeelimination,e.g.
[Kob03]. A« E typeshave the advantagethat, closelg reflectingterm
structurethey canpreciselyreflectinformationflows.
Anotherdifferenceof ourapproachelatively to otherworksaboutnon-
interferencdn the contet of processalgebrads thatour typing systemis
notbasedninput/outputcapabilitiege.g.[HR00, YH0O0, PS96 BCCO04]).
Moreover, our analysisis polyvariant A programcanbe analysedthatis
annotatedvith sorts)only with sortsvariableswhich in turn canbe ab-
stractedover the program. For eachspecificuseof the analysedorogram
onehasjustto instantiatesortsvariablesto checkits securitybehaior.
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