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Abstract

In programmingthereis sometimes needto make computatiorinterruptibleby ex-

ternal events. This paperarguesthat adedicatedlanguagemechanisnsolves this

needbetterthana purelibrary corvention. Themainissuein desgningsuchamech-
anismis specifyingpointsof computatiorwhereit’ s safeto interruptathreadn order
to executeasignalhandler Thepapemproposesulesfor idertifying suchpoints,rules
which are especiallysuitedfor impurefunctionallanguages.The proposedmecha-
nism ofasynchronousignalshappenso beusefulfor specifyinghow threadshould
interactwith Unix fork()

1 INTRODUCTION

In progranming thereis sometimes needto make computatiorcancedbleby exter
nal events.Examples:

e Theuserinitiated somelengthy action,but later pressedC or clicked a GUI
widgetto cancelit.

e The programis usingtoo much heapor stack. Currentaction shouldbetter
be abandoned,or we risk slowing down the whole systemor evenkilling our
programbeforeit hasa charceto save ary successfullycompletedvork.

e A computationhasbeenstartedin the background(e.g. preloadingarticles
likely to bevisitednext in anewsreade or countinglinesin alargedocument),
yet anotheractiondetermine thatits resultswill notbe needede.g. theuser
changedhegroupor closedthedocument).

Thereare also otherkinds of eventswhich do not cancela computation,but may
happeratary time too andthe programshouldpromptlyreactto them:

e The configuraton file of a sener hasbeenchanged. Handlersof currently
connecteclientsshouldbegin usingthe new configuration.

e Theusermanipulates Ul widget, e.g. movesa sliderto scroll the contents of
awindow, which causest to beredravn.
Therearetwo basicstylesof handlingsuchevents:

1. Thecomputatiorperiodicallychecksvhethersomeonavishest to becanceled
or altered.

2. The languageprovides sone mechanisnof asynchroous signals. The pro-
gram specifieshardlers for signalswhich may occu at ary point during a
complex computation.
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The first style doesnt needspeciallanguagefeatures,but becones hard to man-
ageasprograns getlarge andconsistof separatelydevelopedcomponentsWithout
programmersageeingon a single protocolfor event natification, calling a lengthy
computatiordelaysprocesing of eventsandsuchcall becomesininterruptible.

An agreedcorvention aboutsynchronoushecking ofa thread-speific flag would
be a workablebut partial sdution. Sud flag would have to be manually checled
duringall loopswhich mighttake along time. Mistakesin identifying all necessary
placeswould berelatively harmlessbut hardto detect,asthe symptomis only poor
responsiity.

This callsfor alanguagenechanisnwhich would allow to registerhandlersof par
ticular signals,separatelyfrom codewhich canbe interruptedby thesesignals.But
eventhoughanexternaleventcanoccuratary time, athreal is notnecessarilyeady
to handleit at an arbitrary point of its execution. Data structuresmight have their
invariantstemporarilyviolated. The threadmight have taken a mute; if the signal
handlertriesto take thesamemutex, dependingnthesemantic®f recursve locking
of themutex theoutcomds anerror, adeadlo&, or datacorruption. Thenaturalthing
dotois to delayprocessingf eventsuntil invariantsof datastructuresarerestored
There shouldbe a mechanisnfor identifying regions of codewhich cant be in-
terrupted. Thigpaperproposesuch mechaismwhich aims atminimizing explicit
manipulationof the signalblocking state.Someoperdionslik e mutex locking block
signalsautomatically Obtaininga useful behaior wrt. signalsfrom scopedmu-
tex unlocking andfrom waiting for a resourceacquisitionrequireto make the signal
blocking statemore elaboratedthan a two-stateblocked/unblo&ed switch, as de-
scribedbelow.

The authorimplementedhis designin his languageKogut[1]. It hasbeenexercised
to programreactionsto keyboardinterrupts,memoryexhaustion, terminatesizing,
andtimeoutsin agameof Tetrisandin aninteractve Schementerpreter

2 SIGNALSAND EXCEPTIONS

Note that it's not enoughto map asynchronougventsto exceptions,even though
somelanguagedave doneor usedto do this [2, 4]. Therearetwo reasondor this:
they would not deal with eventswhich shouldnotaborta computationandselectve
blockingis necessarfor robusthandlersof exceptionswhich mayoccuratary time,
becaussomesequencesf actionsmay not be executedonly partially.
Asynchronougxceptionsaresubsumedy asynchronousignals. Delivery of a sig-
nal to a threadcausest to run a signal handley which canjust thronv an exception
thusemulatingan asynchronousxception,but canalsodo somethingelseand then
resumetheinterruptedcoce.

Signalsdiffer from exceptionsin thatthey canbetenporarily blocked or ignored. It
malkesno senseo block synchronougxceptions:an exceptionis throvn whenthe
executioncannotcontinuenormally,

Sothe two mechanismscomplementeachother Exceptionsprovide a mechanism
to aborta computatiorup to the nearesenclosinghandler Signalsthemsehesdon’t
unwindthe stack,but a signalhandlercanthrow an exception. This way exceptions
dealonly with escapingandsignalsonly with asynchronicity

The term signal remindsUnix signals,but this is a separatenechanisnto which
Unix signalscanbe mapped
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3 BLOCKING SIGNALSTEMPORARILY

Threadcancellationcan be implementedas a specialcaseof a signal (whosehan-
dler just throws an exception). Learningfrom existing practicein blocking thread
cancellatiorhelpsin desgningsignals.

In POSIX reactionto threadcancellationhasthree possiblestates: blocked, un-
blocked synchronouslyandunblockedasynchronously

Whencancellatioris unbloclked synchronouslythe threadcanbe cancelecnly dur
ing executionof selectedfunctions. They arebasicdly thosefunctionswhich let a

threadblock indefinitely, except pthread_mutex_lock() . If awell-behaed
threadperformsalong computationwithout doing I/O nor synchronizingwith other
threads,it should periodically invoke pthread_testcancel() in orderto be

cancelableoromptly.

Fully asynchraouscancellations rarely usedin C becausét’s very hardto guran-
teeintegrity of datastructureswhich are beingmodified,andthatall resourcesre
released.Even a malloc()  call is not safeto be interrupted,and thus may not
be usedin the asynchronousancelation mode. Asynchronouscancellationrmakes
senseonly duringalong purecomputatiorwhich doesnt allocatememory
Peopledeveloping Haslell madean interestingobsenation [3]: for a purely func-
tional computationasynchronousancelléion is both s€e ard neessary It is safe
becausehe computationhasno side effects other than turning someunevaluated
thunksinto computedvalues(they shoutl berevertedif the computatioris aborted),
soit cant leave datain inconsistat state,andbecausehe only resourcest can ob-
tainis memory whichis garbagecollected.Ontheotherhandit’ s essentiathatcode
may be interruptedasynchronous|ybecause purely functionalcodehasno way to
invoke anequivalentof pthread_testcancel() , Whichis animperatie action.
This obsenrationpartially extendsto codewrittenin amostlyfunctionalstyle. While
it's notautomaticallysafeto handleanasynchronousignalat anarbitrarypoint, the
regions of computaibn which are safeto be interryoted are large enoughto make
asynchronousignalsviable. Signalsshouldonly be blocked during selectedcode
fragments.Thelanguageshould assistin making signalssafeby blocking themau-
tomaticallyin variouslanguageconstructssothatlibrariesdon't have to be unnec-
essarilypepperedvith explicit blockingwhereit’s easilyseenthatthey shouldbetter
beblocked.

Making signalsunblocledin a sufficiently large portionsof a programallows to map
Unix signalsto this concepttoo. The goal of blocking is to find the right balance
betweerpromptnesard safety suchthatit is safeto dointerestinghingsin asignal
handler yet the programdoesnt wait too long until the main computationthread
reaches safepoint. Whenit's madesafer it canbe sensiblyusedfor morethings
thanUnix signals.

3.1 Theblocking state

Scopedcombinatorsvhich changethe blocking stateduring a computaion andre-
storeit afterwardsare easierto useproperlythan statefulactionswhich just getor
setthe currert state. This is alsothe approachof [3] and[4] which provide two
primitivesappliedto a block of code:block andunblock .

In bothof thesedesigngheblocking statecanbedescribedisa simpleBooleanflag:
eitherasynchronougxceptionsare blocked or unblocled. It could be donebetter
andherearetwo reasons.
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The following Haslell fragmentfrom [3] describesa commonpatternof working

with sharedstate:

“In ConcurrentHaslell, sharedmutablestae is normally representedby an MVar,

which holdsthe value of the currentstate. Any threadwishing to accesghe state
mustfirst take the value from the MVar, leaving it temporarilyempty and put the
new statebackin the MVar afterwards.Henceonly a singlethread hasaccesgo the
stateatary onetime’

block (do {
a <- takeMVar m;
b <- catch (unblock (pr ocess a))
(\e ->do { putMvVar m a; throw e });
putMVar m b

)

Asynchronousexceptionsare unblocked during the main processingof the value,
but they areblocked duringthe shortcritical fragmentgust afterthe MVar hasbeen
emptiedor justbeforeit’ sfilled back,sothis codefragmentcant exit with theMVar
left emptyevenif anasynchonousexceptionarrivesatabadmoment.

The problemappearsvhen such codeis hidden inside somecomple action and
the whole actionis executedwith signalsblocked, with the intentthat they remain
blockedall thetime. This codeunconditionallyunblocksthemfor the mainprocess-
ing, andit’simpossibleto executeit avoiding theunblocking.

While this could be fixed by manually queryingthe blocking stateand making the
innerunblock conditional,the languageshouldmake restoringthe previousstate
aseasyasunconditionalunblocking,without having to passaround thesaved state
of blocking.

This goal canbe archieved by alteringthe semanticsof thesemodifiers: countthe
numberof negedblock s, subtracthe countof unblocks , andallow signalsonly
whenthe countreache® again. But this schemas still insufficient, asthefollowing
scenaricexplains.

Whenwaiting for an eventlike akey to be pressedwhereanitem is “consumed”
from somequeueby one threadwhich asksfor the item, it is usefulto be ableto
allow signds until the very momentwhenthe resources obtained. This behaior
mustbe supportedby particularwaiting primitives, otherwiseit’s unimplementable
(withoutraceconditionsandbusywaiting).

Haslell chooseso malke thesewaiting operaions interruptibleeven whenthey are
called withsignalsnominallyblocked,andPythonproposedo usethis ideatoo. But
this makesimpossibleto usetheseoperationswvhile keepingsignalsblocked all the
time. While well-behavedthreadsshouldnot wait too long with signalsblocked, this
is sometimesecessarespeciallyif we arenotawarethatanoperatonwe intendto
usewith signalsblocked cansometmesbriefly wait while synchronizingwith some
otherthread.

As a principle, signals may be implicitly blocked by various syntacticconstructs
andfunctions,but they shouldbe unblocled only explicitly. The Haslell behaior
violatesit.

The statein which signalsshould be allowed only while the threadis waiting for
someresourcas distinctfrom having signalscompletelyunblocledandfrom having
themcompletelyblocked. Combinedwith the needof countingscopesthis leadsto
thefollowing proposal.
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The blocking stateis encodedhsa pair (all,asyng, whereall is the numberof rea-
sonswhy all signalsshouldbe blocked (a naturd numberor ), andasyncis 0 when
fully asynchronousignalsare unblocledand1 whensignalsareblockedin all places
otherthan pointswherethe threadwould be suspendedthis is called syntironous
modg. This infinite spaceof statesyields only threedifferentdirect effectson the
reactionto signals:

(0,0) signalsarehandledmmediatly (the default)
(0,1) signalsarehandledwhenthethreadwould be suspended
arythingelse | signalsareblocked

All interestingtransitionsof the blocking statecanbe obtainedfrom the following
primitives (thg arescopedj.e. they restorethe state after execuing sone agiven
piececode):

BlockSignals all :=o; async=1
UnblockSignals all :=0;async=0
BlockSignalsMore all :=all+1
BlockSignalsLess all := maxall —1,0)
BlockAsyncSignals async=1
UnblockSyncSignals all :=0

In additionsignalsshouldbe implicitly blocked by certainlanguageconstructsaand
functions, so thatin mary casescode become asynchroous signal safe without
explicit manipulationf the signalblocking state. This is detailedin the following
sections.

3.2 Obtaining and releasing a resource

Se\erallanguageprovide a patticular construcfor guaranteedeleaseof aresource,
sometimegalledtry...finally . It delimitstwo piecesof code: a main body
anda closingadion. The closingadion is executedafter the main body finishes,
evenif it fails with anexception.

Few languagesiowever distinguishanopeningactionto beexecutecbeforethebody:
Specialtreatmenbf the opering actionbecomeseccessarin the presencef asyn-
chronoussignals.

It's easyto seethatthe closing partshouldrun with signalsblocked. If it wasinter-
ruptedandthe signalhandlerthrew anexception,the resourcevould not have been
fully releasecandwould belost. While releasinga resoure rarely needgo suspend
the thread,if it does(e.g. to accesshareddatausedby anotherthread, signals
shouldnotinterruptit, asif BlockSignals  wasused.

But thereis alsoa time window betweenthe resourcds obtainedandan exception
handlerfor the body is installed,and during that time the computaion shouldnot
be interruptedeitha. Evenif obtainingthe resoure is moved inside the exception
handler thereis a window betweenthe resourcds obtainedandit is assignedo a
variablewhich is checkedin the closinghandler Permittinganasynchronousignal
atthatpointwould leadto theresourcebeinglost.

For thisreasor{4] proposeso extendthetry...finally syntaxwith anopening
clausejnitially , whichis alsorunwith signalsblocked.

But what if we mustwait for the resourcefor a long time? Thereis no problem
with interruptingthe threadbefor e the resourcds obtained.Herethe notion of in-
terruptibleoperationandsynchronousnodecomeshandy:this time sugpendingthe
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threadshouldbeinterruptible,asif BlockAsyncSignals wasused.Thefunction
which obtainsa resources responsibldor not leakingthe resourcdf it's calledin
synchronousnode.

The main body shauld run with the samestateof signalsascodeoutsidethe whole
construct.

3.3 Locks

Locking a mutex or a read-writelock is usually scopedover a fragment ofcode.
Waiting for the mutex to be free canbe handed like waiting for aresourcein syn-
chronousmode. Unlocking a mutex never suspendshe thread,so it doesnt matter
how it is doneaslong asa signaldoesnt interruptit in the middle. For the consis-
teng of presentationwe canpretendthatunlockingis donewith signalsblocked.
Thereis a differencehowever betweernmutexes andotherresourcesTherearetwo
reasonswhy blocking signalsduring the computationprotectedby the mutex is a
goodidea:

e A mute is often usedarounda few operatiois which shouldbe performed
atomically Interruptingthem in themiddle might leave the protectedobjectin
aninconsistenstate.

o If the signalhandlerwould take the samemutex, it shouldnot be run until the
mutex is releasedy theman code.

A well behaed programwill not hold a mutex for a long time, so having signals
blockedwhile a mutex is held shouldnotimpactresponsienesgoo much.

Locking aread-writelock for writing bringsthe samessuesasfor amutex. Only the
secondeasoris valid for locking it for reading(the datacant beleft in inconsistent
statesinceit’s not beingmodified),but thefirst reasons enoughto treatit the same
way becausehe signalhander mightwantto lock it for writing.
Notethatpthread_mutex_lock isnotacancellatiorpointin POSIX,eventhough
it susgndsthe thread This is becausén C synchronousnodeis the default and
adding amutex to protectsomeinternaldatashouldnotincrease¢he amountof can-
cellationpoints. Neverthelesshe authordeddedto malke locking a mutex interrupt-
ible, like obtainingotherresources.In my casesynchronousnodeis usedonly in
certaincasesvherewe wait for aresource Most of thetime signalsareeithercom-
pletely unblocled (andinterruptingthe wait for a mutex is harmlesspr completely
blocked (andit will notbeinterruptecanyway).

A naturalextensionof scopedocking is scopediunlocking:the mutex is unlocked, a
pieceof codeis executed andthe mutex is locked agin no matterhow the codefin-
ishedbeforewe proceedurther This pieceof codeshouldrunwith the sameblock-
ing stateasthe codesurroundingthe correspondindocking, assuminghereareno
otherintervening reasongor blocking signals.But theremay be otherreasonsper
hapsanothemutex hasbeenlockedin the meantime Theeasestsolutionis to count
the number of scops which block signalsminus the numberof scopeswhich un-
blockthemagain. Thisis whatBlockSignalsMore  andBlockSignalsLess

do.

The beginning of the temporaryunlockingis easybeauseit canbe executedatom-
ically. Thereis a problen however with locking backat the end: this is ararecase
whererestoringthe previous state after a scopedoperationmay suspendhe thread.
The samanticsof a scopedoperaton requiresto leave the mutex locked no matter
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what,sothistime we will wait for themutex with signalsblocked. While in theoryit

would bepossilhe to processignalsuntil somesignalthrows anexceptionandblock
further signalsat that point, The authorthinks it’'s not worth the effort to introduce
suchstrangeblockingstate.In awell designegrogramamutex shouldnotbelocked
for toolong arnyway.

Waiting for a conditionvariable(like pthread_cond_wait in POSIX) behaes
like temporaryunlocking,including the guaranteedocking at the end. During the
wait themutex is unlocked andsignalsareprocesed. Sinceduringprocessin@ sig-
nalwe arenothookedto theconditionvariableandwe might missa notificationfrom

anotherthreadthatthe conditionhasbecometrue (or evenself-notificdion from our
own signal handler),a signal can causea spuriouswakeup. As al spuriouswake-
ups,it relocksthe mutex, reevaluatesthe predicateassociateavith thecondition,and
continueswaiting if the predicateis still false.

This addsa reasorfor legitimacgy of spuriouswakeupsfrom conditionwaits. Some
peoplearguethatconditionwait souldnot have spuriousvakeups.But evenwithout
spuriouswakeupsa well written programshouldrecheckthe predicate becausen-
otherthreadmight comebeforewe relock the mutex andrenderthe predicatefalse
again. The authortreatsthe loop which checksfor the predicateas a part of the
semantic®f a conditionwait, andactuallyembedit in in my Wait function.

3.4 Signal handlersand exception handlers

While a signalis handled,further signalsshouldbe blocked by default. The pro-

grammercanexplicitly unbdock themif hewishes.

The caseof an exceptionhandleris moredelicate Shouldit run with the stateof

blocking signalstaken from the point of try ? Often this would malke sense:the
stateof locks, resource®tc. hasbeengenerallyrestoredduring propagtion of the
exceptionto the statebelongingto this point of code.Onthe otherhandif theexcep-
tion was causedy a signalandit shouldbe processedeforefurther signals,they

shouldbe keptblocked while the exceptionis propagted.

Insteadof trying to designa semanticsof combiningtwo blocking statesinto one,
it is just declaredthat signalsare blocked in exceptionhandles. Exceptionsare
exceptionalaryway.

This may causea problemif the exceptionhandlerincludesa long computation,
performednot for recovering from an error but for trying an anternatie path. E.g.

if we searchfor afile in severaldirectoriesthe exceptionhandlerfor trying the first

directorymightincludetraversingof therestof thedirectorylist.

Thereis anotherreasorhowever for avoiding thisdesignandsearchindgor the rest
of directoriesoutsidethe exceptionhandler If the runtimeprintsa stacktracewhen
a programdieswith unhandledexception,it is usefulto not consder an exception
handledwhenits handlerthrows anotherexception (or rethrons the same),andin

this casethe stacktraceof the previous exceptionis still includedin the output. This

meanghatthestackis notunwounduntil the exceptionhandlerfinishes,andthusit’s

unwiseto make therecursve call insideit.

35 Lazyvariables

Lazy variablescanbe usedevenin languageswith strict evaluationpolicy. When
alazy variableis createdthereis specifiedan expressiondenotingits value. The
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expressiornis evaluatedvhenthevariableis accessetbr thefirsttime. Lateraccesses
returnthe previously compuedvalue.

Lazy variablesare usefulto ensurethat agiven initialization is performedas late
as possible,yet only once They are also usedfor making possiblyinfinite lists
whoseelementsarecompued on demandpnly up to the point of the lastvalueever
requested.

What should happenwhen trying to evaluatethe value of a lazy variable throws
an exception? The obvious answeris that the exceptionis propagtedto the code
whichtriesto accesshevariable ,andthenext time thevariableis evaluatedhe same
exceptionis immediatelythrown again. Thisis for example how lazy variableswork
in OCaml. Not storingthe exceptionand later evaluatingthe value of the variable
from the beginningmight causea surprisingduplicationof sideeffects.
Unfortunatelyasynchronouslygeneratedxceptionscausea problembecaisethey
can interrupt codewhich is not responsible for the exception. An asyntironous
exception, generatedvhile the value of a particularlazy variable was computed,
shouldnot spoil forever alazy variablewhosevaluecouldbe computecarothertime
without problems.

Glasgav Haslell providesbothlazinessandasynchronousxceptions.It avoidsthis
problemaltogaherbecausé useslazinesonly in purelyfunctionalpartsof thecode,
which canbe safelyrestartedrom the beginning, andwhich cant catchandprocess
exceptions. And this is what Glasgav Haslell does: it revertsary lazy variables
beingunderevaluation,by scannirmgy the stack.This is anadwantageof distinguishing
purity of certainsectionof code.

Note that Haslell's purity is fake in the caseof certin lazy 1/O functions, e.qg.
getContents . And herean asynchronougxceptiondoes spoil the lazy list of
charactersdeing constructedwhile waiting for further input: trying to evaluateit
agpinfrom adifferentthreadrethravstheasyndronousexceptioninsteadof attempt-
ing to readmoreinput from the pointwhereit wasinterrupted.

An impurelanguage musliealwith thepossibilityof catchingexceptionsnsideeval-
uationof alazy variable,and possibletransformatiorof that exceptionto a differ-
entexceptionswhile rethraving. Sinceexceptionswhich wereindirectly causedy
asynchronousignalsareindistinguishablefrom exceptionsresultingfrom inability
to meaningfullycomputehevalue,suchlanguagealoesnt know whichlazyvariables
shouldremembethe exceptionandimmediatelythrow it again whenevaluated,and
which onesshouldberevertad andevaluatedirom the beginning.

Thereis a differentapproachtthanreverting lazy variables.Signalscould be simply
blockedwhile alazy variableis beingevaluated soinsteadof restartingfrom the be-
ginningthe evaluationwould proceedo the endand only thenwill theasynchronous
signalbe processed.

Unfortunatelythis would causeunpleasanside effects. Let's considera lazy list of
lines beingreadfrom the terminal. While a threadis waiting for the userto enter
theline, it would be uninteruptible, becausdhe line is beingreadinside initializa-
tion of a lazy variablewhich is a componehof alazy list. In this caserestarting
the computationfrom the beginning would work betterthanwaiting for it to com-
plete:readinga linemay besafelyinterruptecbeforethethreadrecevesit, andlater
restartedaslong asary characterdufferedwhile trying to readtheline arenotlost
but arereturnedwhentheline is readagain.

Theauthorproposedo malke possibleto split the specificatiorof the valueof alazy
variableinto two parts. Thefirst part obtans someresource possiblywaiting for it
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indefinitely, and it shouldbe run in synchronousnode. After it completessignals
areblocked andthe value of the lazy variableis computedbasingon the resource.
Thefirst partmug be safeto be startedagain from thebeginningif it wasinterrupted
in synchronousnode.

For examplein alazily readlist of linestheresourceof eachlazy variableis a line
beingread.And in alazy Map (a functionwhich appliesa functionto eachelement
of alazy list and collectsa lazy list of results),the resources the corresponding
elemenf the sourcdlist. Thethreadwhich computeghe valueof thelazy variable
canbe interruptedwhile it is still waiting for the resourceandexceptionsresulting
from this phasearenot storedin the lazy varialde; the computations repeatedrom
thebeginningthe next time thevariableis accessed.

Somethingmoreelaborateds neededn somecasesln a functionwhich transforms
alazylist by selectingonly valueswhich satisfya certainpredicateduring evaluation
of asinglelazy variablethe computatiorstatemay alternatebetweertakingthe next
elementof the sourceandcomputingthe predcate. This happensvhenthe value of
the predicates False severaltimesin arow, andthusthe function proceedslong
theinput without producingnew elementsf the output. Taking eachnext element
shouldbe donein synchronousnode,and computing the prediate shoud be done
with signalsblocked.

Moreover, afteragivenapplicationof the predicatevasdeterminedo beFalse and
the next elementis examined the lazy variableshouldbe commitedto restartfrom
thenext sourceelemeninsteadof from thevery beginning,in orde for thepredicate
to beusedexactly oncefor each element.

To solve this, a specid operationCommitLazy is provided, which can be used
duringthe secondphaseof the evaluationof alazy variable.It hastwo aguments:a
functionwhich obtainsa resourceagain, anda functionwhich transformst into the
valueof the variableagain. It causeghe lazy variableto go backto thefirst phase,
with thetwo functionsreplacingthe original definition of thelazy variable.
Themajorproblemwith this extensionof lazy variabless thatit’s quitecomplicated
to understanénduse.

4 FORKING A PROCESSAND THREADS

4.1 Design

Unix providesthe fork()  function which duplicaesthe currentproces. At the
momentof forking the stateof the processs clonedandcontinuesin two separate
processesoncurrently Open files areshared;ncluding the file pointer The desir
ablesemanticof fork()  in thepresencef multiple threadss very unclear

The mostcommonpurposeof forking is to setup the ervironmentfor anothermro-
gram(setenvironmentvariables changecurrentdirectory redirect I/O etc.) andcall
a functionfromtheexecv() family, whichloadsandexecutesadifferentprogram.
Forking canalsobe usedto parallelize computationasanalternatve to threads.

It's easyto specifytha all threadsareclonedonfork, but this choiceis rarelyuseful.
If onethreadis writing to afile and atthe sametime a differentthreaddoesfork()
andexecv() ,thenwe don't wanta cloneof thefirst threadto continuewriting to
thefile betweerfork() andexecv() , becausehefile pointeris sharedbetween
threadsandwriting would interferewith the original process.

Thissuggestshatall threadtherthantheonedoing thefork()  shoulddisappear;
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thisis how POSIXthreadsbehae. Unfortunatelythis may be badtoo. If settingup
theervironmentfor the otherprogramaccessea variableprotectecby a mutex, and
at the time of the fork the mutex was held by a differentthread,thenin the child
procesghereis nobodyto unlock the mutex andwe have adeadlock.

POSIX providespthread_atfork() functionfor registeringhandlerso berun
aroundforking, andthey canbeusecdto temporarilylock globalmutexes. This mech-
anismsometimeselpsbut it's not enough.For examplewhenthe garbagecollector
has spanedabackgroundhreadfor runningfinalizersof objectswhich areaboutto
die, thisthreadshould not be evaporatedy fork, otherwisesomeobjectsin the child
processreleft half-finalizedor notfinalizedatall.

Generallywe wantto wait until all otherthreadsreachsone safe pointge.g. when
they are not holding ary mutexes), thendo the fork, and cancelthe threadsin the
child processsothey don’t proceedfurther but only releag resourcesvhich were
supposediclonedby fork. A threadshouldbe suspendedtits safepoint while we
arewaiting for others.

If we know that aparticularusageof fork()  is soonfollowed by execv() , the
POSIXverson of fork which evaporatesll threadss better becausét doesnt have
to wait for threadgto reachsafepoints. For otherusesa saferversionis desirable.
How shouldsafe pointde defined?Introducingspecialfunctionsfor marking them
would imply that functionswhich werent explicitly adaptedor forking getin the
way of a differentthreadwarting to fork. Fortunatelythereis an existing criterion
whichworks wellin practiceandis easyto implementoncethe frameavork of asyn-
chronoussignalsis in place.

4.2 Implementation

Let'sassumehat athreadis safeto beforkedwhenit is readyto processignalssent
toit.

The designof blocking of signalsaimsto distinguishregionswherethe threadis in
themiddle of asensitve sequencef operationsvhich shouldnot beinterruptedj.e.
whenthey shouldalwaysruninto completionwithout causingthe threadto process
asynchronougventsin the middle, nor to abortthe computation,nor to clonethe
currentcontinuation.

The thread-avare ForkProcess proceedsasfollows. Eachthreadotherthanthe
threaddoingthefork is sentasignalwhich asksit to performacertan action. Theac-
tion sendsbackareply, whichinformstheforking threadthatthis threadhasreached
a safepoint andis now readyfor forking, and susgndsthe threadon a semaphore.
Thethreaddoingthefork waits until all threadssendareply.

In additionit monitorsthreadswhich arefinishing (it no longerexpectsareply from
suchathread)andthreadsvhich arebeingcreatedthey aresentthe signaltoo).
Whenall expectedeplieshave beerreceved,we performavariantof raw fork which
clonesall threads.Thenin the parentprocesswe wake up the threadsandlet them
continue while in the child procesghey arecanceled.

The possibility of implementinga fork which clonesall threadsdependson hawv our
threadsareimplementedand whatprimitivesthe OS provides:

o If threadsareimplementeckntirelyin userspacégreenthreadsor fibreg, there
is no problembecauseplain fork() ~ will clonethe whole processmemory
includingout structuresvhich describerunningthreads.
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o If threadsare mgpped1-1to OS threads,then somesystems(e.g. Solaris)
provide afunction forkall() which et all threadscontinuerunningin both
processedUnfortunatelythis functionis not specified by POSIX,eventhough
it hasbeenproposedthe reasoningof the rejectionwasthat it’s too hardto
ensurethatotherthreadsare at placeswhich aresafeto clone).

Even if it's not possibleto continueotherthreadsin the chld processthe
semanticss still acceptable.Threadsreachsafe pointsanddisappeain the
child processnsteadof beingcanceledyently Someresourcesnight not be
releasedput otherwisedatashouldnot be corruptd and thereshouldbe no
deadlocks.

e Kogut uses a mixture of greenand OS threads,accordingto an interesting
designdescibed in [5]. The effect is that threadscanceledby fork usually
have achancdor cleanupbutif athreadis insideacallbackfrom C atthetime
of thefork, thenit evaporatesvhenthe callbackreturns,becausehe active C
functionsit wantsto returnto nolongerexist.

This shaws that avariantof fork()  which clonesall threadsis useful for im-
plementingthe safe variant. Kogut provides all three variants: ForkProcess
ForkProcessCloneThreads andForkProcessKillThreads

5 USING SIGNALS SYNCHRONOUSLY

Somelanguagesin particularCommonLisp, extendthenotionof exceptionso con-

ditionswherecomputatiorcanresune the computationinsteadof aborting,depend-
ing onwhatthe handlerchoogs.

Insteadof makingsomeexceptiongesumablethe mechanisnof signalscanbeused

for this. After all, signalhandlersalready establisharelationbetweersignalvalues,
dynamicregionsof code,andhandles, suchthat ahandlercaneitherdo something
locally andcontinueor abortthe currentcomputation.

Sothe Kogutlanguageallows signalsto be sert to the self thread,usinga different

operatiorthansignallinganotherthread.Suchsignalis completelysynchronousnd

is thusprocessedegardlessof the blocking state. The retum valueof sucha signal

handler(if it returns)is not ignoredbut canbe usedby the signallingcode.

In orderto easethe decisionwhethersomeconditionshouldbeter bereportedby a

signalor by anexception,ary unhandledsignalis automaticallythrown asanexcep-

tion from the samepoint. This meanghatnon-fatalcondtions canbereported using
signals,andhandledeitherassignalsor asexceptions.

6 CONCLUSION

The needto expressinterruptiblecomputatbnsis often overlooked by languagede-
signers.Thisis understandablie low-level imperative languagesyhereinterruption
which doesnt terminatethewhole programis unsafemostof thetime, sopolling for

aninterruptmustbe doneexplicitly aryway. The other endof the spectrumpurely
functionalcode,hasthe luxury thatinterruptionat an arbitrarypoint is alwayssafe.
But evenHaslell hasanimperatve subsystemwhich from the pointof view of asyn-
chronoussignalsyields an impurely functional language. Such languagesbenefit
from a dedicatednechanisnfor delivering sigralsto threadsandselectve blocking
of signalprocessing.
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The paperproposesa semanticdor suchselectve blocking, which is a refinement
of the mechanismusedin Glasgav Haslell andproposedor Python. The proposal
includeseffectsof somecommonlanguageconstructon signalblocking (determin-
istic resourceeleasing]ocking,exceptionhandling).

This notion of signalsis more generalthan asynchronougxceptions The paper
proposes semantis for interactionof threadswith Unix fork() , whichrelieson

suchsignals.
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