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Abstract

In programmingthereis sometimesa needto make computationinterruptibleby ex-
ternalevents. This paperarguesthat adedicatedlanguagemechanismsolves this
needbetterthanapurelibrary convention.Themainissuein designingsuchamech-
anismis specifyingpointsof computationwhereit’ssafeto interruptathreadin order
toexecuteasignalhandler. Thepaperproposesrulesfor identifying suchpoints,rules
which are especiallysuitedfor impurefunctionallanguages.Theproposedmecha-
nism ofasynchronoussignalshappensto beusefulfor specifyinghow threadsshould
interactwith Unix fork() .

1 INTRODUCTION

In programmingthereis sometimesaneedto makecomputationcancelableby exter-
nalevents.Examples:

• Theuserinitiatedsomelengthy action,but later pressed̂C or clickeda GUI
widgetto cancelit.

• The programis using too muchheapor stack. Currentactionshouldbetter
beabandoned,or we risk slowing down thewholesystemor evenkilling our
programbeforeit hasachanceto saveany successfullycompletedwork.

• A computationhasbeenstartedin the background(e.g. preloadingarticles
likely to bevisitednext in anewsreader, or countinglinesin alargedocument),
yet anotheractiondetermined that its resultswill not beneeded(e.g. theuser
changedthegroupor closedthedocument).

Therearealsootherkinds of eventswhich do not cancela computation,but may
happenatany time tooandtheprogramshouldpromptlyreactto them:

• The configuration file of a server hasbeenchanged. Handlersof currently
connectedclientsshouldbegin usingthenew configuration.

• Theusermanipulatesa UI widget,e.g.movesa sliderto scroll thecontentsof
awindow, whichcausesit to beredrawn.

Therearetwo basicstylesof handlingsuchevents:

1. Thecomputationperiodicallycheckswhethersomeonewishesit to becanceled
or altered.

2. The languageprovidessome mechanismof asynchronoussignals. The pro-
gram specifieshandlers for signalswhich may occur at any point during a
complex computation.
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The first style doesn’t needspeciallanguagefeatures,but becomes hard to man-
ageasprograms get largeandconsistof separatelydevelopedcomponents.Without
programmersagreeingon a singleprotocolfor event notification, calling a lengthy
computationdelaysprocessingof eventsandsuchcall becomesuninterruptible.
An agreedconventionaboutsynchronouschecking ofa thread-specific flag would
be a workablebut partial solution. Such flag would have to be manuallychecked
duringall loopswhich might take along time. Mistakesin identifying all necessary
placeswould berelatively harmlessbut hardto detect,asthesymptomis only poor
responsivity.
This calls for a languagemechanismwhich would allow to registerhandlersof par-
ticular signals,separatelyfrom codewhich canbe interruptedby thesesignals.But
eventhoughanexternaleventcanoccuratany time,a thread is notnecessarilyready
to handleit at an arbitrarypoint of its execution. Datastructuresmight have their
invariantstemporarilyviolated. The threadmight have takena mutex; if thesignal
handlertriesto takethesamemutex, dependingonthesemanticsof recursivelocking
of themutex theoutcomeis anerror, adeadlock, or datacorruption.Thenaturalthing
do to is to delayprocessingof eventsuntil invariantsof datastructuresarerestored.
Thereshouldbe a mechanismfor identifying regions of codewhich can’t be in-
terrupted. Thispaperproposessuch mechanism which aims atminimizing explicit
manipulationof thesignalblockingstate.Someoperationslikemutex lockingblock
signalsautomatically. Obtaininga useful behavior wrt. signalsfrom scopedmu-
tex unlocking andfrom waiting for a resourceacquisitionrequireto make thesignal
blocking statemore elaboratedthan a two-stateblocked/unblocked switch, as de-
scribedbelow.
Theauthorimplementedthis designin his languageKogut[1]. It hasbeenexercised
to programreactionsto keyboardinterrupts,memoryexhaustion, terminalresizing,
andtimeoutsin agameof Tetrisandin aninteractiveSchemeinterpreter.

2 SIGNALS AND EXCEPTIONS

Note that it’s not enoughto map asynchronouseventsto exceptions,even though
somelanguageshave doneor usedto do this [2, 4]. Therearetwo reasonsfor this:
they wouldnotdeal with eventswhichshouldnotabortacomputation,andselective
blockingis necessaryfor robusthandlersof exceptionswhichmayoccuratany time,
becausesomesequencesof actionsmaynotbeexecutedonly partially.
Asynchronousexceptionsaresubsumedby asynchronoussignals.Delivery of a sig-
nal to a threadcausesit to run a signal handler, which canjust throw an exception
thusemulatinganasynchronousexception,but canalsodo somethingelseand then
resumetheinterruptedcode.
Signalsdiffer from exceptionsin thatthey canbetemporarily blockedor ignored.It
makesno senseto block synchronousexceptions:anexceptionis thrown whenthe
executioncannotcontinuenormally.
So the two mechanismscomplementeachother. Exceptionsprovide a mechanism
to aborta computationup to thenearestenclosinghandler. Signalsthemselvesdon’t
unwindthestack,but a signalhandlercanthrow anexception.This way exceptions
dealonly with escaping,andsignalsonly with asynchronicity.
The term signal remindsUnix signals,but this is a separatemechanismto which
Unix signalscanbemapped.
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3 BLOCKING SIGNALS TEMPORARILY

Threadcancellationcan be implementedasa specialcaseof a signal (whosehan-
dler just throws an exception). Learningfrom existing practicein blocking thread
cancellationhelpsin designingsignals.
In POSIX reactionto threadcancellationhas threepossiblestates: blocked, un-
blockedsynchronously, andunblockedasynchronously.
Whencancellationis unblockedsynchronously, thethreadcanbecanceledonly dur-
ing executionof selectedfunctions. They arebasically thosefunctionswhich let a
threadblock indefinitely, except pthread_mutex_lock() . If a well-behaved
threadperformsa long computationwithout doingI/O nor synchronizingwith other
threads,it shouldperiodically invoke pthread_testcancel() in order to be
cancelablepromptly.
Fully asynchronouscancellationis rarelyusedin C becauseit’s very hardto guran-
teeintegrity of datastructureswhich arebeingmodified,andthat all resourcesare
released.Even a malloc() call is not safeto be interrupted,and thus may not
be usedin the asynchronouscancellation mode. Asynchronouscancellationmakes
senseonly duringa longpurecomputationwhichdoesn’t allocatememory.
PeopledevelopingHaskell madean interestingobservation [3]: for a purely func-
tional computationasynchronouscancellation is both safe and necessary. It is safe
becausethe computationhasno side effects other than turning someunevaluated
thunksinto computedvalues(they should berevertedif thecomputationis aborted),
so it can’t leave datain inconsistent state,andbecausetheonly resourcesit can ob-
tain is memory, which is garbagecollected.Ontheotherhandit’sessentialthatcode
maybeinterruptedasynchronously, becausea purely functionalcodehasno way to
invokeanequivalentof pthread_testcancel() , whichis animperativeaction.
Thisobservationpartially extendsto codewritten in amostlyfunctionalstyle.While
it’s notautomaticallysafeto handleanasynchronoussignalatanarbitrarypoint, the
regionsof computation which aresafeto be interruptedare large enoughto make
asynchronoussignalsviable. Signalsshouldonly be blocked during selectedcode
fragments.The languageshouldassistin making signalssafeby blockingthemau-
tomaticallyin variouslanguageconstructs,so that librariesdon’t have to beunnec-
essarilypepperedwith explicit blockingwhereit’seasilyseenthatthey shouldbetter
beblocked.
Makingsignalsunblockedin asufficiently largeportionsof aprogramallowsto map
Unix signalsto this concepttoo. The goal of blocking is to find the right balance
betweenpromptnessand safety, suchthatit is safeto do interestingthingsin asignal
handler, yet theprogramdoesn’t wait too long until the main computationthread
reachesa safepoint. Whenit’s madesafer, it canbesensiblyusedfor morethings
thanUnix signals.

3.1 The blocking state

Scopedcombinatorswhich changethe blocking stateduring a computation andre-
storeit afterwardsareeasierto useproperlythan statefulactionswhich just get or
set the current state. This is also the approachof [3] and [4] which provide two
primitivesappliedto ablock of code:block andunblock .
In bothof thesedesignstheblockingstatecanbedescribedasasimpleBooleanflag:
eitherasynchronousexceptionsareblocked or unblocked. It could be donebetter,
andherearetwo reasons.
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The following Haskell fragmentfrom [3] describesa commonpatternof working
with sharedstate:
“In ConcurrentHaskell, sharedmutablestate is normally representedby an MVar,
which holds the valueof the currentstate. Any threadwishing to accessthe state
mustfirst take the valuefrom the MVar, leaving it temporarilyempty, andput the
new statebackin theMVar afterwards.Henceonly a singlethreadhasaccessto the
stateatany onetime.”

block (do {
a <- takeMVar m;
b <- catch (unblock (pr ocess a))

(\e -> do { putMVar m a; throw e });
putMVar m b

})

Asynchronousexceptionsare unblocked during the main processingof the value,
but they areblocked duringtheshortcritical fragmentsjust aftertheMVar hasbeen
emptiedor justbeforeit’sfilled back,sothiscodefragmentcan’t exit with theMVar
left emptyevenif anasynchronousexceptionarrivesatabadmoment.
The problemappearswhen such codeis hidden inside somecomplex action and
the whole actionis executedwith signalsblocked, with the intent that they remain
blockedall thetime. Thiscodeunconditionallyunblocksthemfor themainprocess-
ing, andit’s impossibleto executeit avoiding theunblocking.
While this could be fixed by manuallyqueryingthe blocking stateandmakingthe
innerunblock conditional,the languageshouldmake restoringthepreviousstate
aseasyasunconditionalunblocking,without having to passaround thesavedstate
of blocking.
This goal canbe archieved by alteringthe semanticsof thesemodifiers: count the
numberof nestedblock s,subtractthecountof unblocks , andallow signalsonly
whenthecountreaches0 again. But thisschemeis still insufficient,asthefollowing
scenarioexplains.
Whenwaiting for an event like akey to be pressed,wherean item is “consumed”
from somequeueby onethreadwhich asksfor the item, it is useful to be able to
allow signals until the very momentwhenthe resourceis obtained. This behavior
mustbesupportedby particularwaiting primitives,otherwiseit’s unimplementable
(without raceconditionsandbusywaiting).
Haskell choosesto make thesewaiting operations interruptibleeven whenthey are
called withsignalsnominallyblocked,andPythonproposedto usethis ideatoo. But
this makesimpossibleto usetheseoperationswhile keepingsignalsblockedall the
time. While well-behavedthreadsshouldnotwait too long withsignalsblocked,this
is sometimesnecessary, especiallyif wearenotawarethatanoperationwe intendto
usewith signalsblockedcansometimesbriefly wait while synchronizingwith some
otherthread.
As a principle, signals may be implicitly blocked by various syntacticconstructs
andfunctions,but they shouldbe unblocked only explicitly. The Haskell behavior
violatesit.
The statein which signalsshould be allowed only while the threadis waiting for
someresourceis distinctfrom having signalscompletelyunblockedandfrom having
themcompletelyblocked. Combinedwith theneedof countingscopes,this leadsto
thefollowing proposal.
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Theblockingstateis encodedasa pair (all ,async), whereall is thenumberof rea-
sonswhy all signalsshouldbeblocked(anatural numberor ∞), andasyncis 0 when
fully asynchronoussignalsareunblockedand1 whensignalsareblockedin all places
otherthanpointswherethe threadwould be suspended(this is calledsynchronous
mode). This infinite spaceof statesyields only threedifferentdirect effectson the
reactionto signals:

(0,0) signalsarehandledimmediately (thedefault)
(0,1) signalsarehandledwhenthethreadwouldbesuspended
anythingelse signalsareblocked

All interestingtransitionsof the blocking statecanbe obtainedfrom the following
primitives (they arescoped,i.e. they restorethe stateafter executing some agiven
piececode):

BlockSignals all := ∞; async:= 1
UnblockSignals all := 0; async:= 0
BlockSignalsMore all := all +1
BlockSignalsLess all := max(all −1,0)
BlockAsyncSignals async:= 1
UnblockSyncSignals all := 0

In additionsignalsshouldbe implicitly blockedby certainlanguageconstructsand
functions,so that in many casescodebecomes asynchronoussignal safewithout
explicit manipulationsof thesignalblocking state.This is detailedin the following
sections.

3.2 Obtaining and releasing a resource

Severallanguagesprovideaparticularconstructfor guaranteedreleaseof aresource,
sometimescalled try...finally . It delimits two piecesof code: a main body
anda closingaction. The closingaction is executedafter the main body finishes,
evenif it failswith anexception.
Few languageshoweverdistinguishanopeningactionto beexecutedbeforethebody.
Specialtreatmentof theopening actionbecomesneccessaryin thepresenceof asyn-
chronoussignals.
It’s easyto seethat theclosing partshouldrun with signalsblocked. If it wasinter-
ruptedandthesignalhandlerthrew anexception,theresourcewould not have been
fully releasedandwould belost. While releasinga resource rarelyneedsto suspend
the thread,if it does(e.g. to accessshareddatausedby anotherthread), signals
shouldnot interruptit, asif BlockSignals wasused.
But thereis alsoa time window betweenthe resourceis obtainedandanexception
handlerfor the body is installed,andduring that time the computation shouldnot
be interruptedeither. Even if obtainingthe resource is moved insidethe exception
handler, thereis a window betweenthe resourceis obtainedandit is assignedto a
variablewhich is checkedin theclosinghandler. Permittinganasynchronoussignal
at thatpointwould leadto theresourcebeinglost.
For thisreason[4] proposesto extendthetry...finally syntaxwith anopening
clause,initially , which is alsorunwith signalsblocked.
But what if we must wait for the resourcefor a long time? Thereis no problem
with interruptingthe threadbefore the resourceis obtained.Herethe notion of in-
terruptibleoperationsandsynchronousmodecomeshandy:this timesuspendingthe
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threadshouldbeinterruptible,asif BlockAsyncSignals wasused.Thefunction
which obtainsa resourceis responsiblefor not leakingthe resourceif it’s calledin
synchronousmode.
Themainbodyshould run with thesamestateof signalsascodeoutsidethewhole
construct.

3.3 Locks

Locking a mutex or a read-writelock is usually scopedover a fragment ofcode.
Waiting for themutex to befreecanbehandled like waiting for a resource:in syn-
chronousmode. Unlockinga mutex never suspendsthe thread,so it doesn’t matter
how it is doneaslong asa signaldoesn’t interruptit in themiddle. For theconsis-
tency of presentationwecanpretendthatunlockingis donewith signalsblocked.
Thereis a differencehowever betweenmutexes andotherresources.Therearetwo
reasonswhy blocking signalsduring the computationprotectedby the mutex is a
goodidea:

• A mutex is often usedarounda few operations which shouldbe performed
atomically. Interruptingthem in themiddlemight leave theprotectedobjectin
aninconsistentstate.

• If thesignalhandlerwould take thesamemutex, it shouldnot berun until the
mutex is releasedby themain code.

A well behaved programwill not hold a mutex for a long time, so having signals
blockedwhile amutex is held shouldnot impactresponsivenesstoomuch.
Lockingaread-writelock for writing bringsthesameissuesasfor amutex. Only the
secondreasonis valid for locking it for reading(thedatacan’t beleft in inconsistent
statesinceit’s not beingmodified),but thefirst reasonis enoughto treatit thesame
waybecausethesignalhandler mightwantto lock it for writing.
Notethatpthread_mutex_lock isnotacancellationpointin POSIX,eventhough
it suspendsthe thread. This is becausein C synchronousmodeis the default and
adding amutex to protectsomeinternaldatashouldnot increasetheamountof can-
cellationpoints.Neverthelesstheauthordecidedto make locking a mutex interrupt-
ible, like obtainingotherresources.In my casesynchronousmodeis usedonly in
certaincaseswherewe wait for a resource.Most of thetime signalsareeithercom-
pletelyunblocked(andinterruptingthewait for a mutex is harmless)or completely
blocked(andit will notbeinterruptedanyway).
A naturalextensionof scopedlocking is scopedunlocking:themutex is unlocked,a
pieceof codeis executed,andthemutex is locked again no matterhow thecodefin-
ishedbeforewe proceedfurther. This pieceof codeshouldrun with thesameblock-
ing stateasthecodesurroundingthecorrespondinglocking, assumingthereareno
otherintervening reasonsfor blockingsignals.But theremaybeotherreasons;per-
hapsanothermutex hasbeenlockedin themeantime.Theeasiestsolutionis to count
the numberof scopes which block signalsminus the numberof scopeswhich un-
block themagain. This is whatBlockSignalsMore andBlockSignalsLess
do.
Thebeginningof thetemporaryunlockingis easybecauseit canbeexecutedatom-
ically. Thereis a problem however with locking backat theend: this is a rarecase
whererestoringthepreviousstateaftera scopedoperationmaysuspendthe thread.
The semanticsof a scopedoperation requiresto leave the mutex locked no matter
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what,sothis timewewill wait for themutex with signalsblocked.While in theoryit
wouldbepossible to processsignalsuntil somesignalthrowsanexceptionandblock
further signalsat that point, The authorthinks it’s not worth the effort to introduce
suchstrangeblockingstate.In awell designedprogramamutex shouldnotbelocked
for too longanyway.
Waiting for a conditionvariable(like pthread_cond_wait in POSIX) behaves
like temporaryunlocking,including the guaranteedlocking at the end. During the
wait themutex is unlockedandsignalsareprocessed.Sinceduringprocessinga sig-
nalwearenothookedto theconditionvariableandwemightmissanotificationfrom
anotherthreadthattheconditionhasbecometrue(or evenself-notification from our
own signalhandler),a signalcancausea spuriouswakeup. As all spuriouswake-
ups,it relocksthemutex, reevaluatesthepredicateassociatedwith thecondition,and
continueswaiting if thepredicateis still false.
This addsa reasonfor legitimacy of spuriouswakeupsfrom conditionwaits. Some
peoplearguethatconditionwait souldnot have spuriouswakeups.But evenwithout
spuriouswakeupsa well written programshouldrecheckthepredicate,becausean-
otherthreadmight comebeforewe relock themutex andrenderthepredicatefalse
again. The authortreatsthe loop which checksfor the predicateas a part of the
semanticsof aconditionwait, andactuallyembedit in in my Wait function.

3.4 Signal handlers and exception handlers

While a signal is handled,further signalsshouldbe blocked by default. The pro-
grammercanexplicitly unblock themif hewishes.
The caseof an exceptionhandleris moredelicate. Shouldit run with the stateof
blocking signalstaken from the point of try ? Often this would make sense:the
stateof locks, resourcesetc. hasbeengenerallyrestoredduring propagation of the
exceptionto thestatebelongingto thispointof code.Ontheotherhand if theexcep-
tion wascausedby a signalandit shouldbe processedbeforefurther signals,they
shouldbekeptblockedwhile theexceptionis propagated.
Insteadof trying to designa semanticsof combiningtwo blocking statesinto one,
it is just declaredthat signalsare blocked in exceptionhandlers. Exceptionsare
exceptionalanyway.
This may causea problemif the exceptionhandlerincludesa long computation,
performednot for recovering from an error but for trying an anternative path. E.g.
if we searchfor a file in severaldirectories,theexceptionhandlerfor trying thefirst
directorymight includetraversingof therestof thedirectorylist.
Thereis anotherreasonhowever for avoiding thisdesignandsearchingfor the rest
of directoriesoutsidetheexceptionhandler. If theruntimeprintsa stacktracewhen
a programdieswith unhandledexception,it is useful to not consider an exception
handledwhen its handlerthrows anotherexception(or rethrows the same),and in
thiscasethestacktraceof thepreviousexceptionis still includedin theoutput.This
meansthatthestackis notunwounduntil theexceptionhandlerfinishes,andthusit’s
unwiseto make therecursivecall insideit.

3.5 Lazy variables

Lazy variablescanbe usedeven in languageswith strict evaluationpolicy. When
a lazy variableis created,thereis specifiedan expressiondenotingits value. The
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expressionis evaluatedwhenthevariableis accessedfor thefirst time. Lateraccesses
returnthepreviouslycomputedvalue.
Lazy variablesare useful to ensurethat agiven initialization is performedas late
as possible,yet only once. They are also usedfor making possibly infinite lists
whoseelementsarecomputedon demand,only up to thepoint of thelastvalueever
requested.
What shouldhappenwhen trying to evaluatethe value of a lazy variable throws
an exception? The obvious answeris that the exceptionis propagatedto the code
whichtriesto accessthevariable,andthenext timethevariableis evaluatedthesame
exceptionis immediatelythrown again. This is for examplehow lazyvariableswork
in OCaml. Not storingthe exceptionandlater evaluatingthe valueof the variable
from thebeginningmight causeasurprisingduplicationof sideeffects.
Unfortunatelyasynchronouslygeneratedexceptionscausea problembecausethey
can interrupt codewhich is not responsible for the exception. An asynchronous
exception,generatedwhile the value of a particular lazy variablewas computed,
shouldnotspoil forevera lazyvariablewhosevaluecouldbecomputedanothertime
withoutproblems.
Glasgow Haskell providesbothlazinessandasynchronousexceptions.It avoidsthis
problemaltogetherbecauseit useslazinessonly in purelyfunctionalpartsof thecode,
which canbesafelyrestartedfrom thebeginning,andwhich can’t catchandprocess
exceptions. And this is what Glasgow Haskell does: it reverts any lazy variables
beingunderevaluation,by scanning thestack.This is anadvantageof distinguishing
purity of certainsectionsof code.
Note that Haskell’s purity is fake in the caseof certain lazy I/O functions, e.g.
getContents . And herean asynchronousexceptiondoes spoil the lazy list of
charactersbeing constructedwhile waiting for further input: trying to evaluateit
againfrom adifferentthreadrethrowstheasynchronousexceptioninsteadof attempt-
ing to readmoreinput from thepointwhereit wasinterrupted.
An impurelanguage mustdealwith thepossibilityof catchingexceptionsinsideeval-
uationof a lazy variable,andpossibletransformationof that exceptionto a differ-
entexceptionswhile rethrowing. Sinceexceptionswhich wereindirectly causedby
asynchronoussignalsareindistinguishablefrom exceptionsresultingfrom inability
to meaningfullycomputethevalue,suchlanguagedoesn’t know whichlazyvariables
shouldremembertheexceptionandimmediatelythrow it again whenevaluated,and
whichonesshouldbereverted andevaluatedfrom thebeginning.
Thereis a differentapproachthanreverting lazy variables.Signalscouldbesimply
blockedwhile a lazyvariableis beingevaluated,soinsteadof restartingfrom thebe-
ginningtheevaluationwouldproceedto theendandonly thenwill theasynchronous
signalbeprocessed.
Unfortunatelythis would causeunpleasantsideeffects. Let’s considera lazy list of
lines beingreadfrom the terminal. While a threadis waiting for the userto enter
the line, it would beuninterruptible,becausethe line is beingreadinside initializa-
tion of a lazy variablewhich is a component of a lazy list. In this caserestarting
the computationfrom the beginning would work better thanwaiting for it to com-
plete:readinga linemay besafelyinterruptedbeforethethreadreceivesit, andlater
restarted,aslong asany charactersbufferedwhile trying to readtheline arenot lost
but arereturnedwhentheline is readagain.
Theauthorproposesto make possibleto split thespecificationof thevalueof a lazy
variableinto two parts.Thefirst partobtainssomeresource,possiblywaiting for it
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indefinitely, and it shouldbe run in synchronousmode. After it completes,signals
areblocked andthe valueof the lazy variableis computedbasingon the resource.
Thefirst partmust besafeto bestartedagain from thebeginningif it wasinterrupted
in synchronousmode.
For examplein a lazily readlist of lines the resourceof eachlazy variableis a line
beingread.And in a lazy Map (a functionwhich appliesa functionto eachelement
of a lazy list and collectsa lazy list of results),the resourceis the corresponding
elementof thesourcelist. Thethreadwhich computesthevalueof thelazy variable
canbe interruptedwhile it is still waiting for the resource,andexceptionsresulting
from this phasearenot storedin thelazy variable; thecomputationis repeatedfrom
thebeginningthenext time thevariableis accessed.
Somethingmoreelaboratedis neededin somecases.In a functionwhich transforms
alazylist by selectingonly valueswhichsatisfyacertainpredicate,during evaluation
of asinglelazyvariablethecomputationstatemayalternatebetweentakingthenext
elementof thesourceandcomputingthepredicate.This happenswhenthevalueof
thepredicateis False several timesin a row, andthusthefunction proceedsalong
the input without producingnew elementsof theoutput. Takingeachnext element
shouldbedonein synchronousmode,and computing the predicateshould bedone
with signalsblocked.
Moreover, afteragivenapplicationof thepredicatewasdeterminedto beFalse and
thenext elementis examined,the lazy variableshouldbecommittedto restartfrom
thenext sourceelementinsteadof from theverybeginning,in order for thepredicate
to beusedexactlyoncefor eachelement.
To solve this, a special operationCommitLazy is provided, which can be used
duringthesecondphaseof theevaluationof a lazy variable.It hastwo arguments:a
functionwhich obtainsa resourceagain,anda functionwhich transformsit into the
valueof thevariableagain. It causesthe lazy variableto go backto thefirst phase,
with thetwo functionsreplacingtheoriginaldefinitionof thelazyvariable.
Themajorproblemwith thisextensionof lazyvariablesis thatit’squitecomplicated
to understandanduse.

4 FORKING A PROCESS AND THREADS

4.1 Design

Unix provides the fork() function which duplicates the currentprocess. At the
momentof forking the stateof the processis clonedandcontinuesin two separate
processesconcurrently. Open files areshared,including thefile pointer. Thedesir-
ablesemanticsof fork() in thepresenceof multiple threadsis veryunclear.
Themostcommonpurposeof forking is to setup theenvironmentfor anotherpro-
gram(setenvironmentvariables,changecurrentdirectory, redirect I/O etc.) andcall
a functionfrom theexecv() family, which loadsandexecutesadifferentprogram.
Forkingcanalsobeusedto parallelizecomputation,asanalternative to threads.
It’seasyto specifythat all threadsareclonedon fork, but thischoiceis rarelyuseful.
If onethreadis writing to afile and at thesametimeadifferentthreaddoesfork()
andexecv() , thenwe don’t wanta cloneof thefirst threadto continuewriting to
thefile betweenfork() andexecv() , becausethefile pointeris sharedbetween
threadsandwriting would interferewith theoriginalprocess.
Thissuggeststhatall threadsotherthantheonedoing thefork() shoulddisappear;
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this is how POSIXthreadsbehave. Unfortunatelythis maybebadtoo. If settingup
theenvironmentfor theotherprogramaccessesa variableprotectedby a mutex, and
at the time of the fork the mutex washeld by a different thread,then in the child
processthereis nobodyto unlock themutex andwehave adeadlock.
POSIXprovidespthread_atfork() function for registeringhandlersto berun
aroundforking, andthey canbeusedto temporarilylock globalmutexes.Thismech-
anismsometimeshelpsbut it’s not enough.For examplewhenthegarbagecollector
has spawnedabackgroundthreadfor runningfinalizersof objectswhichareaboutto
die, this threadshouldnotbeevaporatedby fork, otherwisesomeobjectsin thechild
processareleft half-finalizedor not finalizedatall.
Generallywe want to wait until all otherthreadsreachsome safe points(e.g. when
they arenot holding any mutexes), thendo the fork, andcancelthe threadsin the
child process,so they don’t proceedfurther but only release resourceswhich were
supposedlyclonedby fork. A threadshouldbesuspendedat its safepoint while we
arewaiting for others.
If we know that aparticularusageof fork() is soonfollowed by execv() , the
POSIXversion of fork whichevaporatesall threadsis better, becauseit doesn’t have
to wait for threadsto reachsafepoints.For otherusesasaferversionis desirable.
How shouldsafe pointsbedefined?Introducingspecialfunctionsfor marking them
would imply that functionswhich weren’t explicitly adaptedfor forking get in the
way of a differentthreadwanting to fork. Fortunatelythereis an existing criterion
which works well in practiceandis easyto implementoncetheframework of asyn-
chronoussignalsis in place.

4.2 Implementation

Let’sassumethat athreadis safeto beforkedwhenit is readyto processsignalssent
to it.
Thedesignof blockingof signalsaimsto distinguishregionswherethethreadis in
themiddleof asensitivesequenceof operationswhichshouldnotbeinterrupted,i.e.
whenthey shouldalwaysrun into completionwithout causingthethreadto process
asynchronouseventsin the middle, nor to abort the computation,nor to clone the
currentcontinuation.
The thread-awareForkProcess proceedsasfollows. Eachthreadotherthanthe
threaddoingthefork is sentasignalwhichasksit to performacertain action.Theac-
tion sendsbackareply, which informstheforking threadthatthis threadhasreached
a safepoint andis now readyfor forking, and suspendsthe threadon a semaphore.
Thethreaddoingthefork waits until all threadssenda reply.
In additionit monitorsthreadswhich arefinishing(it no longerexpectsa reply from
sucha thread)andthreadswhicharebeingcreated(they aresentthesignaltoo).
Whenall expectedreplieshavebeenreceived,weperformavariantof raw fork which
clonesall threads.Thenin theparentprocesswe wake up the threadsandlet them
continue,while in thechild processthey arecanceled.
Thepossibilityof implementinga fork which clonesall threadsdependson how our
threadsareimplementedandwhatprimitivestheOSprovides:

• If threadsareimplementedentirelyin userspace(greenthreadsor fibres), there
is no problembecauseplain fork() will clonethe whole processmemory,
includingout structureswhich describerunningthreads.
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• If threadsare mapped1-1 to OS threads,then somesystems(e.g. Solaris)
providea function forkall() which let all threadscontinuerunningin both
processes.Unfortunatelythis functionis not specified by POSIX,eventhough
it hasbeenproposed(the reasoningof the rejectionwasthat it’s too hard to
ensurethatotherthreadsareatplaceswhicharesafeto clone).

Even if it’s not possibleto continueother threadsin the child process,the
semanticsis still acceptable.Threadsreachsafe pointsanddisappearin the
child processinsteadof beingcanceledgently. Someresourcesmight not be
released,but otherwisedatashouldnot be corrupted andthereshouldbe no
deadlocks.

• Kogut uses a mixture of greenand OS threads,accordingto an interesting
designdescribed in [5]. The effect is that threadscanceledby fork usually
have achancefor cleanup,but if a threadis insideacallbackfrom C atthetime
of thefork, thenit evaporateswhenthecallbackreturns,becausetheactive C
functionsit wantsto returnto no longerexist.

This shows that avariant of fork() which clonesall threadsis useful for im-
plementingthe safevariant. Kogut provides all threevariants: ForkProcess ,
ForkProcessCloneThreads andForkProcessKillThreads .

5 USING SIGNALS SYNCHRONOUSLY

Somelanguages,in particularCommonLisp, extendthenotionof exceptionsto con-
ditionswherecomputationcanresume thecomputationinsteadof aborting,depend-
ing onwhatthehandlerchooses.
Insteadof makingsomeexceptionsresumable,themechanismof signalscanbeused
for this. After all, signalhandlersalreadyestablisha relationbetweensignalvalues,
dynamicregionsof code,andhandlers, suchthat ahandlercaneitherdo something
locally andcontinueor abortthecurrentcomputation.
So theKogut languageallows signalsto besent to theself thread,usinga different
operationthansignallinganotherthread.Suchsignalis completelysynchronousand
is thusprocessedregardlessof theblockingstate.Thereturn valueof sucha signal
handler(if it returns)is not ignoredbut canbeusedby thesignallingcode.
In orderto easethedecisionwhethersomeconditionshouldbetter bereportedby a
signalor by anexception,any unhandledsignalis automaticallythrown asanexcep-
tion from thesamepoint. Thismeansthatnon-fatalconditionscanbereported using
signals,andhandledeitherassignalsor asexceptions.

6 CONCLUSION

Theneedto expressinterruptiblecomputationsis oftenoverlookedby languagede-
signers.This is understandablein low-level imperativelanguages,whereinterruption
whichdoesn’t terminatethewholeprogramis unsafemostof thetime,sopolling for
an interruptmustbedoneexplicitly anyway. Theother endof thespectrum,purely
functionalcode,hasthe luxury that interruptionat anarbitrarypoint is alwayssafe.
But evenHaskell hasanimperativesubsystem,which from thepointof view of asyn-
chronoussignalsyields an impurely functional language. Suchlanguagesbenefit
from a dedicatedmechanismfor deliveringsignalsto threadsandselective blocking
of signalprocessing.
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The paperproposesa semanticsfor suchselective blocking, which is a refinement
of themechanismusedin Glasgow Haskell andproposedfor Python. Theproposal
includeseffectsof somecommonlanguageconstructson signalblocking(determin-
istic resourcereleasing,locking,exceptionhandling).
This notion of signalsis more generalthan asynchronousexceptions. The paper
proposesa semantics for interactionof threadswith Unix fork() , which relies on
suchsignals.
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